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1. AECATb NPABUJ1 BE3NEYHOI0 BUKOPUCTAHHA IHTEPHETY

1. BUKopucTOBYWUTE HafilHi naponi.

Baw naponb Mae 6yTn AOBrMM (He MeHLwe 12 CUMBOIB) i YHIKanbHUM.
BukopucToBynTe KOMOGIHaLiT BENUKNX | Manux niTep, undp Ta CUMBONIB.

KepyinTe naponsiMu yepes criewianibHi nporpamu, Hanpuknaz, MeHegXepu naponis.

2. He HaTUCKaWTe Ha Nifo3pini nocunaHHN.

3aBXau NepeBipsanTe mAxepeno nepep nepexoaom 3a NiHKoM.

AKLWO OTpMManu NocunaHHs Bi He3HanoMLa abo HaBiTb Apyra, ane BOHO BUrnsigae
nigospino — 3anutanTe y BignpaBHUKA.

Mam’aTanTe: odiuirHi opraHisauii HIKONM He NPOCATb BBECTM Balli Naponi Yn AaHi yepes
€NeKTPOHHI NINCTH.

3. PerynsipHo OHOBAIOMTE NPUCTPOI.

CyyacHi nporpamMu OHOBJIOKOTLCA He nuie aAnsa HoBUX MYHKLUiR, a 1 NS 3aKpUTTS
BPas3/IMBOCTEN Y CUCTEMI.

AKTUBYWNTe aBTOMaTUYHE OHOBMIEHHS A5 OnepaLiinHOl cucTemMu, bpaysepa Ta aHTUBIpYCY.

4. YcTaHOBITb HaZiNHUIA aHTUBIpYC.

AHTUBIpYC fonomarae 3axXMCTUTU BaLl NPUCTPIN Bif, BIPYCiB, TPOSAHIB, WNUIYHCbKOro M13.
PerynsipHo cKaHynTe cUCTeMY, W06 BUABNATM NOTEHLiNHI 3arposu.

BukopucToByinTe nporpamm 3 PyHKLi€ 3aXUCTY B peasibHOMY Yaci.

5. 06epexxHo Kopuctyuteca nybniunummn Wi-Fi mepexxamu.

Y kade, rotensix abo aeponoptax Wi-Fi He 3aB)XAN 3axULLEHUNA.

AKLL0 NOTPIGHO KOPUCTYBATUCA TakKMMn Mepexxamu, BukopuctoByinTte VPN, wob
wndpyBaTh Bawi AaHi.

6. MepeBipTe HanawTyBaHHA KOH}IAEGHLIMHOCTI Yy coLMepeXKax.
MNepekoHamnTecs, Wo BaLli Npodini He JOCTYNHI AN CTOPOHHIX.
Buaanitb cTapi nocTu, AKi MOXYTb Bac CKOMIMPOMETYBaTMW.
06MexTe KO0 0Cib, AKi 6a4aTb Bawi GoTo Ta iHhopmaLito.

7. NMopgymanTe nepep nybnikauieto.
MNam'aTanTe, WO Te, O NOTPAnuUo B IHTEPHET, MOXE 3aNULLNTUCA TaM Ha3aBXaW.
He ny6nikynTe aaHi, AKi MOXyTb 6yTV BUKOPUCTAHI NPOTU Bac.

8. YHuKaiTe cyMHiBHUX (aiinis..

3aBaHTaxyWTe nporpamMmu nuwe 3 odiuinHMx marasuHie (Hanpuknag, Google Play a6o App
Store).

MepeBipanTe Gannm Ha Bipycu nepepg BiaKpUTTAM.
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9. AKTUBYITe aBOGaKTOpPHY aBTeHTUdiKaLilo.

Lle opyrnn piBeHb 3aX1UCTy BalUUX aKayHTIB.

Hanpuknag, HaBiTb AKLLO0 BaLl Nnaposnb 6yae 31aMaHunii, 3NOBMUCHUK He 3MOXKE YBINTH
6e3 ,00aTKOBOrO KOAY, HadicnaHoro Ha Ball TefieoH.

10. BepeXiTb CBOI 0COOMUCTi AaHi.
Hikonn He nepenaBanTe naposi, Homep TenedoHy YM 6aHKIBCbKi faHi CTOPOHHIM 0cobamMm.
3anuwanTte MiHiMyM iHdopMaLii Ha CyMHIBHUX BebcanTax.

lMopapa:

HanawTywTe CBil NpUCTPIN Tak, W06 BiH He NigKItYaBCcsa aBTOMaTUYHO A0 Bigkputnx Wi-Fi mepex.
Migkaska:

He nocniwanTe BUKOHyBaTK HE3BUYHI Al B IHTepHeTI. Crneplly nogymanTe: Le 6e3ne4yHo?
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2. K CTBOPUTU HALAINHUN NAPOJIb?

lNpaBuna cTBOpeHHA HafinHOro napons

1. [loB)XUHaA Ma€ 3HAYEHHS.
Maponb NOBMHEH 6yTH He MeHwWwe 12 cMMBONIB, ane Kpawe — 16 i 6inbLue.

2. KombiHyMTEe cuMBONMN.
BukopuctosyuTe:

Benwuki Ta mani nitepw.

LUndpu.

CneuianbHi cuMmBonu, AK-0T @, #, S, %.
Hanpuknag: TruStMe2024!

3. He BukopucToByiiTe ocobucty iHpopmaLuiio.
[aTa Hapop)keHHs, iM'st un TenedoHHMIA HOMep — Le noraHi BapiaHTU. 31I0BMUCHUKM
nerko 3HanayTb Ui AaHi.

4. YHUKalTe NPpOCTUX NOCNiJOBHOCTEN.
Maponi Ha KwTtanT 12345678 a6o qwerty MOXKHa 3n1amMaTy 3a Kiflbka CeKyHa,.

5. Ko)xeH 06nikoBui 3anuc — cBiii naponb.
He BUKOpUCTOBYMTE OAMH Naposib A5 BCiX CalTiB i cepBiciB. AKLWO NOro sanamaroTb,
310BMUCHUK OTpUMaE JOCTYN A0 BCbOroO.

Migkaskal

CnpobyiTe CTBOPUTU Naposib Ha OCHOBI ynto6neHoi dpasn. Hanpuknaa:
®pasza: "Min KiT No6uThb pUbyY".

Maponb: MyK1tLyb1tRybu!

6. BUukopucToByiTE MEHeKepu naponis.

Lle nporpamu, siki CTBOPIOIOTD | 36epiratoTb CKNaAHi naponi 3amMicTb Bac.
PekomeHpoBaHi nporpamu:

LastPass.

T1Password.

Bitwarden.

7. ABodakTopHa aBTeHTUdiKaLia — Baw gpyr.
YBIMKHITb NigTBEPAXKEHHSA BXOAY 3a gonomoroto SMS abo noaatka (Hanpuknag, Google
Authenticator).

8. MepesipsaiTe naponi Ha 3/10M.
Cawntn Tuny Have | Been Pwned onoMoXyTb Ai3HaTMCS, YM He CTaB Ball Naposib
BiAOMWUM NiCNsi BUTOKIB JaHUX.

9. OHOBNIOUTE NMaposii perynsipHo.
3MiHIOMTe KAtodi 4ocTyny xo4a 6 pas Ha 6 MicauiB. 0cob6aMBO, AKLLO NifO3PHOETE, LLO BaLl
naposib MOIX 3namaTu.

10. He 36epiraiiTe naponi Ha nanepi 4n B 6pay3epi.
3aMiCTb LbOro BUKOPUCTOBYMTE HaAiNHI IHCTPYMEHTH ANna 36epiraHHs faHuX.

Migcymok:
Baw naponb — ue Baw ko4 go undposoro cBiTy. [Mogbante Npo Noro 6e3neKky BXXe CboroAHi!



3. 10 PEKOMEHALIN 13 BE3NEYHOr0 BUKOPUCTAHHA COLIAJIbBHUX MEPEXX

CouianbHi MepeXxi — Le NpocTip Ans CnifikyBaHHsA, po60TK Ta po3Bar. Ane BOHU MOXYTb
CTaTu AXKepesioM 3arpos: BUTOK AaHMX, LLaXpancTBO YK HaBIiTb KibepOyiHr.

1. HanawTyiTte KOH}iaeHUiAHICTb npodinto.

MNepeBipTe, XTO MOXe 6auMTK BaLli nybnikauii.

06MeXxTe BUANMICTb 0COBUCTOI iHpopMaUii nuwwe ansa apysis.
BVMMKHITb MOXNUBICTb Nepernsaay Npodinto CTOPOHHIMM.

2. BuKopucTtoByuTe CKNagHi naponi.
He BMKOpUCTOBYIMTE OAMH Naposib AN1IA PiSHUX aKayHTIB.
Jopavte aBodakTopHy aBTeHTUQiKaLito AN NOCUNEHHSA 3aXUCTY.

3. byabTe o6epeXkHi 3i CTOPOHHIMUM 3anuTaMu ApyXK6M.
He npuimanTe 3anuTu Bif HE3HaNOMUIB, HaBiTb AKLLO BOHU 3[4at0TbCA «CMiSIbHUMU
3HaNOMUMM».

4. He ny6nikyiTe 3aiiBy iHdopmaLiito.
YHuKanTe nybnikauii KOHTaKTiB, agpec 4v iHhopmauii Npo CBOI NiaHu.
MNMam'aTanTe: 3104MHLI MOXYTb BUKOPUCTOBYBATU Balli Ny6nikauii 41 niaroToBKu aTak.

5. MNepeBipaiTe NocunaHHA nepef HaTUCKAHHSAM.
LLaxpai yacTto HagcunarTb QilUMHIOBI NOCUIAHHS Yepe3 NoBiAOMIIEHHS.
MNepeBipsnTe URL-agpecy nepen TMMm, K NepexoamTy 3a NOCUNTaHHAM.

MNigkaska:
Bu Mo)keTe HanawTyBaTM OTPUMaHHSA CNOBILLEHb NPO HOBI BXOAM Y Ball akayHT. Lle fonomoxe
MUTTEBO BUABAATU NiAO3pPiNy akTUBHICTb.

6. byabTe 06epexHi 3 poTo Ta Bigeo.
He ny6nikyinTe 3HIMKU 3 KOHDiAEHLIMHUMN f[AaHUMW, HanpUKnag, KBUTKU YU OKYMEHTH.
YHukanTte ¢oTo, IKi MOXXYTb BUKOPUCTATKH A1 LAHTaXYy.

7. 06epe)XHO BCTAaHOBJIONTE [0AATKM.
He HapgaBalTe gogatkam AOCTyN A0 BCiX AaHWUX BaLOro npoginto.
BMMKHITb focTyn Ao HenoTpibHOI iHpopMaLii y BXXe BCTAaHOBNEHUX foAaTKax.

8. 3axucTiTb CBOI NOBIAOM/IEHHS.

BukopucTtoByiTe GyHKUIIO WndpyBaHHSA, AKLWO BOHA AOCTYMNHA Yy Ballii couianbHin
Mepexi.

He nepecunaiTe KOHdiAeHUiMHY iHbhOpMaLito Yepe3 MeceHKepu.

9. CnipKyiTe 32 aKTUBHICTIO Ha Ballil CTOpPiHLi.

PerynsipHo nepeBipsiTe, UM He oAaHo Ao Baworo npodinto Nigospini gonncu umn
NOCUNaHHS.

MNepernapanTe iCTOpPItO BXOAIB A0 aKayHTa.

10. 3BepTaniTe yBary Ha cnam i LiaxpaucTso.
He pnoBipsiiTe NOBIAOMNEHHAM MPO «JIErKU 3apo6iTOK» abo «BUrpaLl y IoTepei».
AKLLLO CYMHIBaeTeCb y AOCTOBIPHOCTI MNOBIAOMJIEHHS, HE pearymTe.

Migcymok:
JOTpUMYHOUYUCH LIMX NPOCTUX NpaBusl, BU 3MOXETEe CNOKIMHO KOPUCTYBaTUCA colianbHUMMU
MepeXxxamu 6e3 pu3aunky BTpaTu KoHPiaeHUiHoI iHdhopmaLii M WwaxpancTea.
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4. K YHUKATU NCUXONOrNYHUX NACTOK COLLIANTbHOI IHXXEHEPIT

CouianbHa iHXXeHepis — Le MeTof, MaHinynauil, AKMA BUKOPUCTOBYHOTb 3/TOBMUCHUKU
AN OTPUMaHHA AoCTyny A0 KOoHdiaeHuinHoT iHbopMmauii. BoHn ekcnnyaTyroTb NHOACHKY
[OBIpY Ta eMoU,il, @ He TeXHIYHI Bpas3/INBOCTI.

1. YHMKaTe nocnilHUX pilleHb.

3M10BMUCHUKM YacTO CTBOPIOKOTb BiAUYYyTTSl TepMiHOBOCTI ("Baw akayHT 6yae
3a6/710KOBaHO Yyepes 24 rogunHu!").

3aBXau aHanisymTe cuTyaLito CNOKINHO Nepea TUM, K BiATW.

2. MepeBipanTe cnNpaBXHIiCTb 3anUTiB.

AKLL0 XTOCb MPOCKTb Balli faHi abo AOCTYN 4O aKayHTIB, NepPEBIPTE, UM Lien 3anuT €
oiLiHUM.

3aTenedoHyTe B opraHizauito abo nepesipte iHhopMaLito Ha odiLiiHOMY CalTi.

3. He piniTbca KoHpigeHUiHOO iHdopMaLieto.

He posronowywnte naponi, PIN-kogm, Homep nacnopta abo 6aHKIBCbKOI KapTKM.
CnpaB>XHi KOMMNaHii HiIKON He 3anuTyroTb Lo iHhopMaLito Yyepes email, TenedoH um
MeCeHXepHu.

4. YHMKauUTe 3aBaHTa)XXeHHA Nigo3pinux ¢annis.
3T0BMUCHUKN MOXYTb HagacunaTtu dpannu, aki BurnagatoTb odilinHo, ane MicTATb Bipycw.
MNepeBipanTe BiaNpaBHUKA Ta 3aBaHTaXxymnte dannm nuwie 3 oilinHnX gxepen.

5. Po3nisHaBanTe MaHinynsauii goBipoto.
LLlaxpai MOXYyTb BuAaBaTK cebe 3a BallMx KOJer, Apy3iB abo NpeACTaBHUKIB OpraHisauin.
MepeBipanTe 0COOY BignpaBHMKA, HABITb AKLLO NOBIAOM/IEHHS 34a€ETbCA NErTUMHUM.

6. MunbHyMTe 3a pilIMHIOM.

®iWwmrHr — e TMN couianbHOI iHXeHepil, KoM Bac 06MaHOM CMOHYKatTb BBECTU AaHi Ha
nigpo6neHOMy CalTi.

3aBxau nepe.ipanTe URL-agpecy canTy nepepg BXOAO0M.

7. YHuUKaWUTe cninkyBaHHA 3 HE3HaAUOMLIAMU OHJTalH.

He BignosiganTe Ha 3annTu Bif, HEBIAOMUX KOPUCTYBAYIB Yy COLIMEpPEXaX YK
MeceHyKepax.

BukopucToByinTe PyHKLiT 6/10KYBaHHS, AKLLLO XTOCb 34a€TbCA NiAO3PINMM.

8. BigpmoBnauTech Bif Nifo3pinux A3BiHKIB.

310BMUCHUKN MOXYTb TenieoHyBaTH, NpeACTaBASOYUCE NPeACTaBHUKAMM 6aHKY Yn
CNY>XX6U NiATPUMKM.

3aB)aun nepeBipaANTe HOMep Ta iHilitoTe A3BIHOK CAaMOCTINHO Ha OdiliMHUA KOHTaKT.

9. HaBuaKTecb po3ni3HaBaTU TEXHIKU coLianbHOI iHXXeHepil.
HannowwupeHiwi metoau:

Mpumyc: "Bam NoTpi6bHO AiaTn HeranHo!"

JlecTtowi: "TinbKKN BN MOXeTe HaM JornomMorTu'.
BukopucTaHHA aBTOpUTETY: "A NpeacTaBnato 6aHK/noniuito”.

10. MiaTpuMynTe 340pOBUI piBEHb HEAOBIPM.
HaBiTb AKL0 NOBIAOMJIEHHA Y/ A3BIHOK 34at0TbCS CNpPaBXXHIMK, NepesipTe BCi geTani.
Hikonu He ginTe nig TUCKOM YM 3 NOYYTTHA NPOBUHM.

YacTi 3anutaHHs (FAQ)
MuTaHHA: K HaBYNTUCA pO3Mi3HaBaTH LWaxpancTBo?
BianoBigb: PerynaipHo untainTe maTepianu nNpo Kibepbesneky Ta AiniTbCsA [OCBIAOM i3 6IM3bKUMMN.



5. LWBUOKUU T4 13 BUKOPUCTAHHA MEHEL)XEPIB NAPOJ1IB

MeHepykepu naponiB AO3BONAKOTL 36epiraTv CKNagHi Ta yHikanbHi naponi AN KOXHOro
BalUOro akayHta. BoHn gonomaratoTb YHUKHYTU MOBTOPHOIO BUKOPUCTaAHHA NaponiB i
3axuLatoTb Bac Bif XaKepCbKUX aTak.

1. O6epiTb HapiiHUA MeHeZKep NaponiB..
BnbepiTb BifoMi cepBicu, Taki K:
LastPass, 1Password, Bitwarden, Dashlane.

MepekoHaiTecs, WO MeHeaKep BUKOPUCTOBYE HACKpi3He WNGPYBAHHSA A4S 3aXMCTY JaHuX.

2. BcTaHOBITb f0AAaTOK Ha BCi MpUCTpOI.
MeHepxepw naponiB AOCTYMHI AK:
Mo6inbHi foaaTKu.

PosLwunpeHHs gns 6paysepa.

[lecKTorHi nporpamu.

3. CTBOpIiTb HaAiHMIA MailcTep-Naponb.
Lle eanHMi naponb, AKUIN BU NOBUHHI NaM’ATaTM.
BiH Mae 6yTu cknafHUM, LOBIMUM i YHiKanbHUM, Hanpuknag: M@wnMarcTtepllap0nb2024!.

4. NlopanTe BCi CBOI aKayHTM.

BHeciTb 06N1iKOBi 3anMcu B MeHeaXep NaponiB, BKIKOYAKOYM NOriHK, Naposi Ta
Ao00aTKOBI AaHi (Hanpuknag, pesepsHi kogu ans 2FA).

Cepsic aBTOMaTUYHO 3anoBHIOBATUME Li faHi Npu BXog4,.

5. BukopuctoByiTe reHepaTop naponis.
MeHep»xepu naposiB MOXYTb CTBOPHOBATWU HaAiNHI Napoi A8 BalUUX akayHTiB.
BcTaHoBITb AOBXMWHY Napons woHanmMeHwe 16 CMMBOIB.

6. HanawrTyitte peodakTopHy aBTeHTUiKaLilo (2FA).
[na nonatkoBOro 3axmcTty aktmsymnTte 2FA gns cBoro MeHegykepa naponis.
BukopucTtoBynTe aBTeHTUdiKaUinHNA gogaTok, Hanpuknag Google Authenticator a6o Authy.

7. 36epiraitiTe pesepBHy Korito.
36epexiTb pe3epBHUI (ain i3 naponsiMu B 3aMdpoBaHOMY BUTIALI.
He 36epiranTe pe3epBHY KOMito Ha MPUCTPOSX, MiAKNHOYEHMX A0 IHTEpHETY.

8. YHuKanTe aBTO36€per)xeHHs naponiB y 6pay3epax.
Bpay3epu MeHLL 6e3MeyHi, HXX MeHeg)Xepu naponis.
BukopuctoBynTe MeHeg Kep AN1S aBTO3anoBHEHHS MOJIiB BXOAY.

9. MNepeBipANTe HassBHICTb 31aMaHUX aKayHTIB.
[eaki MeHeaXepu nNaponiB NepeBipsA0Tb, UM BaLli AaHi NOTpanuium y BUTOKM.
BukopucTtoBynTe PyHKLUiO 6e3nekn A8 3aMiHu BPasnnBMX NaporiB.

10. floTpumynTecs 06epeXXHOCTi 3 MalcTep-naposieM.
Hikonu He 3anucyinTe MancTep-naposib y BiAKPUTOMY JOCTYI.
He noBigomnsanTe Noro CTOPOHHIM ocobam.

YacTi 3anuTaHHs (FAQ)

MuTaHHA: Yn 6e3ne4YHo BUKOPUCTOBYBATM 6E3KOLLTOBHI MEHeKepu naponis?
Bignosiab: Tak, AKLLO Le HagilHi cepicu (Hanpuknag, Bitwarden). MepeBipsaiTe nonituky
KOH®}iAeHUiIMHOCTI Nnepef BUKOPUCTAHHAM.

MuTaHHA: Y MOXYTb Xakepu 3namMaTt Mii MeHegykep naponis?
Bignosigb: 3namatu 3axulLeHnin MeHeXep NPakTUYHO HEMOXXJTUBO, SIKLLLO BU BUKOPUCTOBYETE
HafinH1UM MancTep-naponb i 2FA.
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6. AK HAJIAWUTYBATU BPAHAMAYEP A1 SAXUCTY TPA®IKY?

BpaHgMayep — ue nepwuin 6ap'ep MiXk BallMM NPUCTPOEM i MOTEHLIMHUMUK 3arpo3amMu
3 IHTepHeTy. BiH 6n10Kye Hebe3neyHnin Tpadik, 3axmuae Bif XxakepiB i 3anobirae
HecaHKUioOHOBaHOMY AOCTYMy A0 BaLIOl MepexXi.

Kpoku gna HanawTyBaHHA 6paHgMayepa Ha BalloMy NpUCTPOT
1. MepeBipTe, YN aKTMBOBaHUIA 6paHaMayep.
Ha Windows: Bigkpwuinte MNaHenb ynpaBniHHS.
Mepengitb Ao po3ainy bpaHgmayep Windows.
YBiIMKHITb, AKL0 BiH BUMKHEHUN.
Ha macOS: Bigkpuite CucTteMHi HanawTyBaHHSA > beaneka Ta KOHMiAeHUiINHICTb.
MNepenaite oo Bknagku bpaHgmayep.
HaTuCHITb YBIMKHYTK 6paHamMayep.

2. HanawTyiTe npaBuna AocTyny Ana nporpam.
MNepeBipTe, AKi NporpaMmun MaroTb JOCTYN A0 MepeXi.
[lo3BoNnAnTe TiNbKU Ti, AKUM BU OOBIpsETE.

Hanpuknag, 6510KynTe HEBifOMI abo Nifo3pini nporpamu.

3. [lopaniTe BUK/IIOYEHHS AN AOBipeHUX cepBeiciB.
AKLLO BV BUKOPUCTOBYETE crelianbHe nporpaMHe 3abeanedyeHHs (VPN a6o
KopropaTMBHi AofaTKK), AofanTe iX A0 BUKJIHOYEHb, W06 YHUKHYTU 6/10KYBaHb.

Mopapal!
PerynsipHo nepeBipsaTe HanawTyBaHHA 6paHaMayepa, 0CO6MBO MNiCNsA BCTAHOBEHHSI HOBUX
nporpam.

DopaTkoBi GpyHKLUiI 6paHamayepa

4. YBIMKHITb CMOBILL,eHHA NPO NiA03piNy aKTUBHICTb.

BinbwicTb 6paHaMayepiB MOXYTb HaACKIaTU NONepPeaKEeHHS, AKLLO nporpama
HaMaraeTbCs NiAKIYNTUCA [0 MepeXxi 6e3 BaLIoro 403BoNY.

5. HanawTtyiTe dinbrpauito BuxigHoro Tpagiky.
3ab6n10KynTe Nepeaayy AaHuX Bif HEBIAOMMX abo LWKiAMBUX Nporpam.
Lle oco6nnBo BaXkMBO AN151 3an06iraHHSA BUTOKY AaHUX.

6. YBiMKHiTb 6paHgMayep Ha poyTepi.
Beb6-iHTepdenc poytepa A03BOMSIE KepyBaTK bpaHaMayepoM ANs BCIET Mepexi.
3asBuyail HanawTyBaHHsS AOCTYNHI y posgini Security (Beaneka) abo Firewall Settings.
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YacTi 3anuTaHHs (FAQ)

MuTaHHA: Y1 noTpibeH 6paHaMayep, AKLWO 1 Mako aHTUBIpYC?

Bignogiab: Tak, aHTUBIpYC 3axuLLae BaLl NPUCTPIN BiA BipyciB, a bpaHaMayep — Bif 3arposy
Mepexi. BoHu npautotoTb y napi.

MuTaHHA: 9K gisHaTUcs, Yn Npautoe 6paHgmayep?
Bignosigb: Bu MoXeTe nepeBipUTH Lie B HanawTyBaHHAX ornepaLlinHol CUCTEMW.
AKLL0 6paHAMayep YBIMKHEHWI, 3a3BMYai BigobpaxaeTbcsa CTaTyc AKTUBHUN.

MuTaHHA: Y1 NoTpibHO OHOBNIOBATU GpaHaMayep?
BignoBigb: Tak, 0CO6MMBO AKLLO0 Lie CTOPOHHA nporpamMa. OHOBNEHHA 3a6e3neyytoTb
aKTyasIbHUM 3aXUCT Bif, HOBUX 3arpos.

MNigpcymok:
BpaHamayep — Lie ocHoBa BaLlol LMdpoBoi 6e3nekun. HanalwtyBaBLUM NOro NpaBubHO,
BW 3aXMCTUTE CBI NPUCTPIN i MepeXxy Bif 6aratbox Kibep3arpos.




7. AJITOPUTM HAJTALUTYBAHHA WPA3 A1 WI-FI

WPA3 — ue Hancy4dacHiwmnin npotokon 6e3nekun gns Wi-Fi. BiH 3a6e3neyvye 3axucT
BaLLOI MepeXi Bif, 3/10MiB i MOKpaLlye KoHDiaeHUiMHICTb gaHux. HanawTyBaHHAa WPA3
AOMOMOXKE YHUKHYTU PU3KKIB, MOB'A3aHMX i3 BUKOPUCTAHHSAM 3acTapinnx NpoTOKONIB,
Taknx aKk WPA2 yn WEP.

Kpoku ans HanawTtyBaHHa WPA3 Ha poyTepi

1. YBiNAiITH A0 HanawiTyBaHb poyTepa.

BeeaiTb IP-agpecy poyTtepa (3a3Buyait Le 192.168.0.1 a6o 192.168.1.1) y 6paysepi.
YBiiZiTb 32 4ONOMOroto 06/1iKOBUX AaHMX afiMiHicTpaTopa (3a3BMyai BKasaHi Ha HUXHIN
YyacTuHI poyTepa).

2. 3HangiTb HanawTyBaHHA 6e3nekn Wi-Fi.
Y MeHto HanawTyBaHb 3HangiTb po3ain Wireless Settings a6o Wi-Fi Security.
Bu6epiTb YacToTHMI AianasoH (2.4 My abo 5 ML), SKLLO Lie NOTPi6HO.

3. YcraHoBiTb Tun 3axucty WPA3.

Y noni Security Mode Bn6epitb WPA3-Personal.

AKLLO € MOXNUBICTD, YBIMKHITE WPA3/WPA2 Mixed Mode ansi cyMicHOCTI 3i cTapumum
NPUCTPOSIMMU.

4. 3apanTe HafIUHUK Naponb.

CTBOpITb NAposb i3 12—16 CMMBONIB, BUKOPMUCTOBYOUMN BENUKI Ta Mani nitepu, umdpu in
crneyianbHi CUMBONMN.

Mpuknaga: StrongP@ssWiFi!2024.

Mopapa!
Akwo Baww poyTep He nigTpumMmye WPA3, nepeBipTe OHOBNEHHS NPOLUMBKU. IHCTPYKUIT LWoJo
OHOBJIEHHS 3a3BMYaN AOCTYMHi Ha CalTi BUPOOHMKA.

[opaTKoBi HanawTyBaHHA Ans 6e3neKku

5. OHOBITb NPOLUMBKY poyTepa.

Y posgini Firmware Update nepeBipTe, UM fOCTYMNHI OHOBJEHHSA.
3aBaHTa)kTe 1 YCTaHOBITb OCTaHHIO BEPCIitO MPOrpaMHOro 3abe3neyeHHs.

6. BumkHiTb WPS (Wi-Fi Protected Setup).
La dyHKuis MoxXe 6yTu BpasnnBoOK A0 aTak.
Y HanawTyBaHHsAX 6e3neku 3Hangitb napametTp WPS i BUMKHITb 1oro.

7. BUMKHiTb TpaHcnsuilo SSID (AKLLo He NOTpi6Ha).
Lle nonomMoxxe npuxoBaTn Ha3BY BaLLOl MepeXi Bif CTOPOHHIX.
Mam'aTanTe: Le noAaTKoBUIA 3axif 6e3neku, ane He 3aMiHa WPA3.

8. YBiMKHITb yHKLit0 6noKkyBaHHA MAC-agpec.
Jlopante 0o cnNUCKy J03BOMIEHUX JIULLE Ti NPUCTPOI, AKi BU BUKOPUCTOBYETE.
Lle cTBOptOE fOAATKOBMI 6ap'ep 4151 HECAHKLIIOHOBAHOro AOCTYynY.

YacTi 3anuTaHHs (FAQ)

MutaHHA: Ak gisHaTuca, un nigTpumye min poytep WPA3?

Bignosigb: 3asBunyai ua iHpopMmaLis BKasaHa B TeXHIYHUX XapaKTepPUCTMKaxX poyTepa
abo Ha calTi BUpobHMKa.

MutaHHA: Yn goctatHbo WPA3 ons 6e3neku Mepexi?
Bignosigb: WPA3 — Le BaXXNIMBUI KPOK, ane AofaTKOBI 3axoau, AK-OT OHOBJIEHHS MPOLLUMBKN
Ta HaAivHi Naponi, TaKoX HeObXiaHi.

Nipcymok:
WPAS3 3a6e3neyye HaKpalmin 3aXncT Baloi Mepexi. HanawTyinTe noro npaBuibHO,
i BawWi paHi 6yayTb y 6e3neLi HaBiTb y Cy4acHOMY KiGeprnpocTopi.
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8. AK SAXUCTUTU OOMALLHIA POYTEP?

Baw gomaluHin poytep — Lie ocHOBa 6e3rneku BCi€l BalOl MepeXxi. AKLLIO 3T0BMUCHUKM
OTPMMatOTb A0 HbOro AOCTYM, BOHN MOXYTb NepexonatoBaTh Balli faHi abo HaBiTb
BUKOPUCTOBYBATU Bally Mepexy Afs aTak.

1. 3MiHiTb cCTaHAAPTHUIA Naposb agMiHicTpaTopa.
Micns nepworo HanawTyBaHHA poyTepa 060B'A3KOBO 3MiHITb Mapo/b afgMiHicTpaTopa.
Maponb Mae 6yTn foBrUM i cknagHum (Hanpuknag, Adm1n@HOmMe2024).

2. OHOBITb NPOLUUBKY poyTepa.
PerynsipHoO nepeBipsinTe OHOBNEHHS Ha CalTi BUpOOGHMKA BaLLOro poyTepa.
OHOBEHHA BUNPaBAOTb BPA3/IMBOCTI Ta A0Aal0Tb HOBI QYHKLiT 6e3neKku.

3. YBimkHiTH WPA3 pnsa Wi-Fi.

MepengiTb y HanawTyBaHHsA 6e3nekn Wi-Fi Ta BubepiTb npotokon WPA3.

Akwo npucTpin He niatpumye WPA3, BukopuctoByinte WPA2, ane 06epiTb fOBrum
napo’ib.

4. 3MiHiTb iM'a MepeXxi (SSID).
YHuKalnTe cTaHAapTHUX Ha3B, AK-0T TP-Link123 a6o HomeWiFi.
CTBOpITb YHiKanbHe iM's, AKe He pO3KpMBAE Bally 0COOMCTY iHbopMmaLito.

5. BumkHiTb WPS (Wi-Fi Protected Setup).
Lia dyHKUis MoXXe 6yTu BpasnmnBow A0 aTak MeTogom nigoopy PIN-koay.
Y HanawTyBaHHAX poyTepa 3HanAitb WPS i BUMKHITb Ti.

JlopaTKoBi 3axoau Ansi 3aXucTy

6. BUMKHITb BigaaneHui AocTyn A0 poyTepa.

AKLLO Us PYHKUIA YBIMKHEHA, 1T MOXYTb BUKOPUCTATU 3/TOBMUCHUKN.

Y HanawTyBaHHAX 3HaNAiTb po3ain Remote Access abo Remote Management i BUMKHITb
noro.

7. YBiMKHiTb 6paHgMayep poyTepa.
BinbLwicTb cyyacHUx poyTepiB MatoTb BOYAOBaHWUI 6paHaMayep.
MNepekoHawnTecs, Wo Us dhYyHKLiA akTUBHaA.

8. BukopucTtoByiTe cnucku goctyny 3a MAC-agpecamu.
[opante oo cnUCKy J03BOJIEHUX JSIULLE MPUCTPOI, AKUM BU [OBIpS€ETE.
Lle cTBOpUTbL AoaaTKoBUI 6ap’ep A/si CTOPOHHIX.
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9. MpuxosanTte SSID.
fKLLO BM He OYIKYETE, WO XTOCb HOBUM MiAKIOYAaTUMETbCA A0 BaLlOl MepeXi, BAMKHITb
TpaHcnauito Hassn Wi-Fi.

10. BiacnipkoByuTe aKTUBHICTb MepeXi.
Y HanawTyBaHHAX poyTepa nepernsgante CAMCOK NigKNOYEHUX NPUCTPOIB.
AKLLO BM MOMITUNM HEBIAOMI MPUCTPOI, 3MiHITb MNaposb i BigK/OYITb iX.

YacTi 3anuTaHHs (FAQ)

MNMuTaHHA: AK 4YacTo NOTPIGHO OHOBNKOBATU MPOLLUNBKY?
BianoBigb: PekoMeHAYyeTbCA NePEBIPATU OHOBJIEHHS LWOHANMEHLLE pa3 Ha TPU MicsL,.

MutaHHA: Y BNNMBatoTb Ui 3aX0o4M Ha WBUAKICTb IHTepHeTy?
Bignogigb: Hi, 4i HanawTyBaHHSA nyLwe NigBULLYIOTb 6€3MNEKY, HE 3HMXXYHOUYN NMPOAYKTUBHICTbD.




9. PEKOMEHOALII 3 BUKOPUCTAHHA FPOMAJCbKUX WI-FI

BeskowToBHMI Wi-Fi y kade, aeponopTtax 4n rotensix 3gaeTbCs 3py4yHMM. Ane Ui Mepexi
4acTO He3axWLLEeHi, i 3lTOBMUCHUKN MOXXYTb BUKOPUCTOBYBATU X AJ151 NePeXOrnIeHHs
BaLUUX AaHUX.

1. YHuKaiTe BaXK/IMBUX AiN y Ny6niyHUX mepexxax.
He BBOAbTE Naposi, 6aHKIBCbKi AaHi YM iHWY KOHDIAEHUiNHY iHpopMaLito.
Bigknagite oHNamH-NoKynkKu Yn 6aHKIiBCbKi onepadii Ha NoTiMm.

2. BukopuctoByinte VPN.

VPN (Virtual Private Network) wudpye Baw Tpadik, 3axumLiatoumn KOro Big NepexonsieHHs.

BcTtaHoBiTb HagiiHuim VPN-goaatok, sk-oT NordVPN, ExpressVPN uu ProtonVPN.

3. MepeBipsanTe Ha3BY MepeXi.

YTOYHIOMTE Yy NepcoHarny npaBusibHY Ha3BY MepexXi.

YHuKalnTe NiaKIYeHHA 40 Mepex i3 HadBamu Ha KwTanT «Free Wi-Fi» abo «Open
Network».

4. BUMKHiTb aBTOMaTU4YHe nigknioyeHHsa ao Wi-Fi.
Balu npucTpinn MoxXke aBTOMaTUYHO NigKAKOYaTUCA A0 HE3aXULLEHUX MepeX.
Y HanawTyBaHHAX BUMKHITb LIFO OMNLit0 A1 KpaLw,oro KOHTPOSIHO.

5. BUMKHITb cninbHUIA JOCTYN A0 AaHUX.
MNepeBipTe HanawTyBaHHA MEPEXi Ha BaLLOMY NPUCTPOI Ta BUMKHITb QyHKL,i, AK-OT File
Sharing a6o Network Discovery.

Migkaska!
3aBxaun BUKOPUCTOBYMTE MOGINbHUI IHTEPHET, AKLLO Y Bac € Taka MOXJ/IUBICTb.
Lle HabaraTo 6e3neyHilue.

6. BukopucTtoByite HTTPS.
MNepeBipsaiTe, un Be6canT Bukopuctoye HTTPS (3aMoOK y aipeCHOMY psiaKY).

[na nooaTKkoBOro 3axmMcTy BCTAHOBITb PO3LIMPEHHS 6pay3epa, ak-oT HTTPS Everywhere.

7. He 3anuwiainTe npucTpiin 6e3 Harnagy.
He 3anuwanTte HOyTOYK 4n TenedoH 6e3 Harnsagy y nyeniyHmux mMicusx.
YBIMKHITb 6/10KyBaHHA eKpaHa naposieM abo 6ioMeTpieto.

8. MNepesBipsaitTe NiaKNIOYEHi NPUCTPOI.
Y HanawTyBaHHAX MepeXi Balloro NpucTporo nepesipTe, YN HEMAE NiJo3pinmnx
NiaKAOYEHb.

9. Bumukaitte Wi-Fi nicna BukopuctaHHs.
3aBepLunBLLM POBOTY B FPOMAaACbKin Mepexi, BUMKHITb Wi-Fi Ha npucTpoi.
Lle sano6iraTume aBTOMaTUYHOMY MiAK/THOYEHHIO A0 iHWNX HE3aXULLEHNX MEPEX.

10. NMepekoHanTecs y 6e3neLi Yepe3 HanawTyBaHHA.
BukopucTtoByiTe OHOBNEHe NporpaMHe 3abe3neyeHHs Ha NPUCTPOSIX.
MNepekoHanTecs, Lo Baw 6paHaMayep i aHTUBIPYC aKTUBHI.

YacTi 3anutaHHs (FAQ)
MuTaHHA: Yn 6e3neYHOo BBOAMTM NMaposi y rpOMagCbKux Mepexax?
Bignosigpb: Hi, 3N0BMUCHUKM MOXYTb NepexonnTu Bawi gaHi. Bukopuctosyinte VPN.

MuTaHHA: AK gisHaTUCS, UM Mepexka 3axuLeHa?
BianoBigb: 3axuLLeHi Mepexi 3anuTyoTb Naposb i BUKOPUCTOBYIOTb WndpyBaHHAa WPA2 a6o
WPA3.
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10. PEKOMEHAALIT 3 BE3NEYHOI0 BAKOPUCTAHHA BLUETOOTH

Bluetooth 3pyyHuin gna nepepadi gaHux i NigKAKOYEHHS NPUCTPOIB, ane 3/T0BMUCHUKK
MOXXYTb BUKOPUCTOBYBATU MOro AN NepexonseHHs iHhopmaLil, Yu OTpUMaHHA AocTyny
[0 BaLUMX NMPUCTPOIB.

1. YBiMKHIiTb Bluetooth nuwe 3a notpe6bu.
TpumaiiTe Bluetooth BUMKHEHMM, AKLLO BM AOr0 HE BUKOPUCTOBYETE.
MNocTinHO BBIMKHeHMI Bluetooth 36inbLuye pusuk atax.

2. BuKkopuctoByuTe BUAUMICTb NuLLe AN AOBipEeHUX NPUCTPOIB.

Y HanawTyBaHHSX BCTAaHOBITb BUAUMICTb A5 «BiAOMUX MPUCTPOIB» ab0 BUMKHITb
BUANMICTb NOBHICTHO.

He nossonainTe BawomMy NpUCTPOIO BYTU BUANMUM A1 BCiX.

3. He npuimaiite 3anuTu 3 HEBiAOMUX NPUCTPOIB.
AKLW,O0 BN OTpUManu 3anuT Ha NigKNHYeHHSA Big HE3HaNOMOro NPUCTPOLO, BiAXUNITb UOrO.
3N10BMUCHUKN MOXYTb BUKOPUCTOBYBATU NIAKIKOYEHHSA A5 BUKPAAEHHS BallMX JaHUX.

4. BUKOPUCTOBYMTE 3axXULL,EHi NaponeM 3'€4HaHHA.
YHUMKanTe naponiB 3a 3aMOBYYBaHHSIM Ha npucTposx Bluetooth.
CTBOpITb CBIll BNACHWUI, CKIaAHUI Napofb 4NN 3'€AHaHb.

5. OHOBANIOMTE NPOLUMBKY NPUCTPOIB.

CyuyacHi OHOBJMIEHHA 3aKpMBalOTb BPa3/IMBOCTI, AKi MOXXYTb BUKOPUCTOBYBaTU
3/T0BMUCHWKMW.

PerynapHo nepeBipanTe, UM OCTYNHI OHOBNEHHSA A1A BaLUUX MPUCTPOIB.

Mopapa!
KopucTyinTecsa pyHKUieo aBTOMaAaTUYHOrO BUMKHEHHS Bluetooth, sikLio Baw npucTpin niatpumye ii.

6. YHukauTe BukopuctaHHs Bluetooth y rpomapcbkux micusax.

Y nrogHux Micusx, Takux sik kade um aeponopTty, Bluetooth-3'egHaHHA MoXe cTaTh winno
Ana aTak.

BukopucTtoBynTe gpoToBi NnpucTpoi abo dyHKuUii Wi-Fi gns nepegauvi gaHux.

7. CTupauTe cTapi niaKNIOYEHHS.
BuaansanTte npucTpoi, AKMMK BK Binblue He KOPUCTYETECD.
Lle 3HMXKY€Ee pU3MK HECaHKLIOHOBAHOIro AOCTYNYy A0 BaLIOro MPUCTPOLO.

8. BukopucTtoByiTe PpyHKLit0 LWiMppyBaHHS.
Y HanawTyBaHHsAX Bluetooth nepekoHanTecs, Wo WudpyBaHHS YBIMKHEHE.
Lle 3axuwae pgaHi, AKi nepeaatoTbCcs Yepes 3'€AHaHHS.

9. YHuKauTe nepepadi KoHdiaeHuUiHOT iHpopMmaLiii.
He nepepaBanite naponi, piHaHCOBI gaHi Y1 ocobucTy iHpopmauito Yyepes Bluetooth.
BukopucToByinTe 3axuLleHi KaHanu, SK-0T WwWudpoBaHi MeceHaxepu a6o VPN.

10. MNMepeBipsAnTe XXypHanu NigKAOYEHb.
Lleski npucTpol A03BONAKOTb Nepernagatu iCTopito NigKIYEHb.
AKLLO BM MOMITUAM Nifo3pini 3'egHaHHSA, cKacymTe iX i 3MiHITb naponi.

YacTi 3anutaHHsa (FAQ)

MutaHHsa: 9k aisHaTucs, yn Min Bluetooth snamaHo?

BignoBiab: AKLLO BU MOMiYa€eTe HEBIIOMI 3'€HAaHHA ab0 NMPUCTPIN NpaLoe HeCTabiNbHO, MOXJIUBO,
Baw Bluetooth nig 3arposoto.



11. WWBUAKUN TIA 13 HANALUTYBAHHSA BE3NEKU HA MACOS

macOS mae penyTauito 6e3neYHOI onepaLinHol CUCTEMMU, afle HaBITb BOHA HE 3axuLLeHa
Bif, Cy4acHuX Kibep3arpo3s. [LoTpuMymnTech LMX KPOKIB, W06 NigBULLMTL 3aXMUCT BaALLIOrO
Mac.

1. OHoBnouTe MmacOS perynsipHo.
Mepengitb y CUCTEMHI HanawTyBaHHA - OHOBNEHHSA NPOrpaMHOro 3abesneyvyeHHs.
YBIMKHIiTb aBTOMaTUYHi OHOBJIEHHS, LLO6 3aBX AWM BUKOPUCTOBYBATU OCTAHHIO BEPCItO.

2. YBiMKHiTb 6paHgMmayep.

3anaitb y CucteMHi HanawTyBaHHSA > beaneka Ta KoHdiAeHUiNHICTb - bpaHgmayep.
HaTucHiTb YBiMKHYTU 6paHamMayep.

HanawTtynTe onuito bnokyBaTu BCi BXigHi 3'€eAHAHHA ANA [OAATKOBOIO 3aXMUCTY.

3. HanawrTyiTe FileVault gna wudpysaHHa gaHmx.
Bigkpunte CucteMHi HanawTyBaHHA > besneka Ta KoHdigeHUiNHICTb - FileVault.
YBiMKHITb FileVault, w06 wndpyBaTn BCi AaHi Ha BalLOMY AUCKY.

4. CTBOpPiTb CKNagHU! Naposib AJ1s1 Baloro o6sikoBoro 3anucy.

3angitb y CucteMHi HanawtyBaHHA > KopucTyBadi Ta rpynu.

BnbepiTb CBin 061iKOBUI 3annC i HATUCHITb 3MIHUTU NApPOSb.

BukopucToByInTe yHiKanbHUI Naposb i3 BEANKUX | Manux nitep, undp i cumBonie.

5. YBiMKHIiTb ABO(aKkTOpHY aBTeHTUIKaLito ana Apple ID.
Bigkpuite CucteMHi HanawTtyBaHHsA > Apple ID - lMaponb i 6e3aneka.
YBIMKHITb onuito [lBodakTopHa aBTeHTUdiKaLis.

6. YBIMKHiTb 6110KyBaHHA eKpaHa.

Mepengitb y CUCTEMHI HanawTyBaHHA - Po604nin CTin Ta eKOHOMIs eHepril > EKpaHHa
3acTaBKa.

BcTaHOBITb KOPOTKMIA Yac Ana 6nokyBaHHs (1—5 XBUAUH).

YBIMKHITb onuito 3anuTyBaTu naposnb nicns cHy abo 3acTaBKMU.

7. KoHTponiouTe f0CTyn AoaaTKiB.

3anaitb y CucteMHi HanawTyBaHHA > besneka Ta KOHDIAEHUiNHICTb -
KoHigeHUiNHICTb.

MepeBipTe, AKi NporpaMun MaroTb AOCTYN A0 Bawol KaMepu, MikpodoHa Ta
MicLle3HaXOQ)KEHHS.

BMMKHITb goCTyn ans Aoaatkis, AKi BU HE BUKOPUCTOBYETE.

8. BukopucTtoByiTe Safari 3 nigBuw,eHolo KoHpigeHUilHicTIO.

Y Safari 3angitb y HanawTtyBaHHs > KoHigeHUiNHICTb.

YBiMKHITb onuii Bnokysatu dannm cookie Bia CTOPOHHIX CTOPiH Ta 3anobiraHHs
BiZLICTE)XXEHHIO Yepes canTu.

9. YHuKauTe 3aBaHTa)XeHHA nporpam nosa App Store.
3anaitb y CucteMHi HanawTyBaHHSA > beaneka Ta KOHdiAeHUiNHICTb > OCHOBHI.
Bn6epiTb onuito [103BONATU 3aBaHTaXEHHA Nporpam Tiflbku 3 App Store.

10. AkTuByuTe ¢yHkuito "3HanTu Mac".
Biakpwuiite CucTeMHi HanawTyBaHHs > Apple ID - JlokaTtop (Find My).
YBIMKHITb 3HanTn Mac, w06 BigCTeXXyBaTu NPUCTPIN y pasi BTpaTN UM KpagiXkKu.

Migcymock:
MNpaBunbHe HanawTyBaHHA 6e3nekn macOS 3abe3neynTb BaM 3axMCT Bif 6iNbLIOCTi 3arpos.
Buainitb Tpoxu yacy cborogHi — i Baw Mac 6yae B 6e3neL,i!

%
LLi
0
LLi
2
L
0
0
&
S
o
C
&
S
X
T
g




X
i1
0
LLi
2
L
0
o
&
s
o
C
&
S
X
T
g

12. WWBUAKUA TIA 13 HANALUTYBAHHSA BE3MEKU B 10S

iOS BigOMa CBO€EK 6e3MEKOH0, anle PU3MKKN 3aBXAM iCHYHOTb. HenpaBunbHI HanalwTyBaHHS
ab0 nerkoBa)kHe BUKOPUCTAHHA MOXYTb 3pobuTu Baw iPhone um iPad Bpasnveum.

1. OHoBnoUTe i0S perynsipHo.
BinkpuinTte HanawTtyBaHHs > OCHOBHI > OHoBneHHs [13.
YBiIMKHITb ABTOMaTM4YHE OHOBJIEHHS, W06 3aBXXAN MaTW OCTaAHHIO BEPCiO CUCTEMM.

2. YBiMKHiTb Face ID a6o Touch ID.
MNepengitb y HanawTtyBaHHsa > Face ID/Touch ID Ta naponb.
YBIMKHITb QYHKLUiO AN po36/10KYBaHHS MPUCTPOLO Ta A0AATKIB.

3. BukopucroByiTte CKNagHUn naposb.
Y HanawTyBaHHAX Face ID/Touch ID Ta naponb CTBOPITb Naposb i3 6 abo binbLue CUMBOIB.
YBIMKHITb Po3Lwmpennin undposuii kog Ans GinbLluoi CKIagHOCTI.

4. YBiMKHiTb "3HanTu iPhone".

Biakpwuiite HanawTtyBaHHs > Apple ID > JlokaTop (Find My).

AkTuynte 3HanTu iPhone i Mepexy JlokaTtopa Ans BifCTEXXEHHA MPUCTPOIO HaBITb
odnanH.

5. YBiMKHIiTb ABOdaKTOpHY aBTeHTUiKaLilo.
Y posgini Apple ID - Maponb i 6e3neka yBiMKHITb [1BodakTOpHY aBTeHTUDIKaLiHO.
Lle 3axmcTnTb Ball 06/1iKOBWI 3aNnC HaBiTb y pasi BUTOKY Napons.

Mopapal!
AKLWo BaL NpUCTpin nigTpumye eSIM, HanawTynTe 1i 3 NiH-KOAOM 4151 A0AATKOBOIO 3aXUCTy
MOGINbHOT Mepexi.

6. KoHTpontitTe gocTyn goaaTtkis.

MNepengitb y HanawTtyBaHHs > KoHdigeHUiNHICTb | 6e3neka.

MNepeBipTe, AKi [OAATKN MaKOTb JOCTYN A0 KaMepu, MikpodOoHa, KOHTaKTIB i
MiCLe3HaXOXKEHHS.

BMMKHITb oCTyn ANnsa AoAaTkKiB, AKi BaM binbLue He NOTPi6HiI.

7. 3axuUcCTiTb CBOI NOBiAOMJIEHHS.

Y HanawTtyBaHHs - [oBiAOMNEHHA > 36epeXXeHHs1 NOBiAOMIEHb 06epPiTb KOPOTKUIN TEPMIH
36epiraHHs (30 aHiB).

YBIMKHITb N0BiAOMNEHHS 3 NEPEBIPKOIO Ha eKpaHi 65T0KyBaHHS.

8. YHukaiTe nigo3spinux Wi-Fi mepex.
YBIMKHITb QyHKUito lNonepeaykatu Npo HebeaneyHi mepexiy poaaini Wi-Fi.
BukopuctoByinte VPN ans 3axucTty gaHux y nybniyHux Mepexxax.

9. BukopucTtoByiTte Safari i3 3axuctom.

Y HanawTyBaHHAX Safari > KoHdigeHUinHicTb | 6e3neka yBIMKHITb:
BnokyBaHHSA BCix danniB cookie.

MNMonepenykeHHs NPo LWaxpancbKi Be6CcanTu.

3anobiraHHs BiACTEXEHHIO Yepes CalTu.

10. BukopucToByiTe pe3epBHe KOrMiloBaHHS.

MNepekoHanTecs, wo iCloud Backup yBiMKHeHO:

3angitb y HanawTtyBaHHs > Apple ID - iCloud - iCloud Backup.
PerynsipHoO CTBOpIONTE pe3epBHi KOMil AN 36epeXKeHHs faHuX.

Migcymok:
3axucTiTb cBirt iPhone un iPad 3a gONOMOro LMX NPOCTUX HanalwTyBaHb, | Bali AaHi
3anMwaTuMyTbCs y 6e3neLi HaBiTb y pasi KibepaTak.



13. WUBUAKUA TIA 13 HANALUTYBAHHSA BE3NEKU B WINDOWS

Windows — HannonynsipHiwa onepauinHa cuctema, ane ii NoNynsipHicTb poouTb i
NPUBA6MBOKO MiLLEHHIO A8 Kibep3/10YMHLIB.

1. PerynapHo oHoBntonte Windows.

MNepengitb y MapameTpu > OHOBNEHHSA Ta 6e3neka > LleHTp oHoBneHHA Windows.
BcTaHOBITb OCTaHHIi OHOBJIEHHS, W06 3aKpUTU BPA3/INBOCTI.

YBIMKHITb aBTOMaTU4He OHOBJIEHHSA.

2. YBiMKHiTb 6paHgmayep Windows.
BigkpuiTe NaHenb ynpaeniHHA > Cuctema i 6esneka - bpaHgmayep Windows.
MepekoHaiTecs, Wo 6paHaMayep akTUBHUI Anst BCix Mepex (MpuBaTHUX i Ny6NivYHMUX).

3. BukopuctoByiiTe aHTuBipyc Windows Defender.

MNepekoHanTecs, wo Windows Defender yBiMKHeHO:

Mepengitb y NMapameTpu > OHOBNEHHSA Ta 6e3neka > 3axncHuk Windows.
YBIMKHITb 3aX1UCT Yy peasibHOMY 4aci.

4. YcTaHOBITb CK/IafiHUIA Naponb ANSA BXOAY.

BigkpunTte MNapametpn - O61ikoBi 3anucu > NapameTpu BXOAY.
BukopucToBymnTe cknagHun naponb abo PIN-koa.

AKWo aocTynHo, yBiMKHITb Windows Hello gna Bxoay 3a ,onomMororo 06amyys um
Bif6MUTKa nanbLs.

5. YBiMKHIiTb 3axucT o6nikoeoro 3anucy Microsoft.
3anpitb y cBin o6nikoBuin 3anuc Microsoft (account.microsoft.com).
YBiIMKHITb ABO(DAKTOPHY aBTeHTMdiKaLito ANs 40AaTKOBOro PiBHS 6e3neKku.

6. BUKopucTOBY#ITE KOHTPOJIb NpOrpam.
Binkpunte Napametpu - lNMporpamun > [logaTKosi napameTpu.
Jlo3BonAnTe BCTaHOBNEHHA AoAaTKiB nuwwe 3 Microsoft Store.

7. YBiMKHiTb pyHKuito BitLocker (KL,0 AOCTYNHO).

BigkpwuinTte MNaHenb ynpaBniHHA - Cuctema i 6esneka - LLndpyBaHHS NpucTporo
BitLocker.

YBIMKHITb WNdpyBaHHA /19 3aXUCTY AaHMUX Ha XXOPCTKOMY AMUCKY.

8. HanawTyiiTe KoHTponb 06nikoBux 3anucie (UAC).

YBIMKHIiTb ONOBILLEHHS MPO 3MiHY CUCTEMHUX HasallTyBaHb:

BigkpwuinTte MNaHenb ynpaBniHHA - O6N1iKOBI 3anMcu KOpUcTyBadiB > 3MiIHUTK NapaMeTpu
KOHTPOJIKO 06iKOBUX 3aMunCiB.

BcTaHOBITb NOB3YHOK Ha [MoBigOMNATY 3aBXAMN.

9. 3axucTiTb 6pay3ep.

BukopucTtoByiiTe cyyacHuii 6paysep (Microsoft Edge, Chrome a6o Firefox) 3
aKTMBOBaHMM 3aXMCTOM Bif QilLUMHIY Ta LWKiAAMBUX BEOCAWNTIB.

BcTaHoBITb poswmnpeHHs, sk-oT Adblock un HTTPS Everywhere.

10. BukopucToByiTE pe3epBHe KOrMiloBaHHS.

HanawTynTe IcTopito dannie y posgini NMapametpu - OHOBNEHHA Ta 6e3neka > PesepBHe
KOMitoBaHHA.

MigKNroYiTh 30BHILWHIN AUCK ab0 HanalwTynTe pe3epByBaHHA B XMapi Yyepea OneDrive.

Migcymok:
Windows Hagae 6araTto iHCTpYMEHTIB ANA 3aXUCTY Bawux AaHux. HanawTtynte cuctemy
npaBubHO, i Bal KOMN'toTep 6yae HafinHO 3axuLeHWI Bif 6iNbLUIOCTI 3arpoa.
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14. WWBUAKUN TIA 13 HANALUTYBAHHSA BE3MEKU B LINUX

Linux BBaXKaeTbCsl 6€3NEYHO0 CUCTEMOLO, asie 6e3 HaNEeXHOro HanawTyBaHHS BU
MOXETe 3aNuLLNTKN CBi NPUCTPIN Bpa3IMBMUM [0 aTak.

1. PerynsipHo OHOBJ/IIOUTE CUCTEMY.

CnigkynTe 3a NOBiOMIEHHAMW NPO OHOBJIEHHSA Ta BCTAHOBJIIOUTE X BYACHO.

AKTMBYNTe aBTOMaTUYHE OHOBJIEHHSA AJ151 BMEBHEHOCTI, LLLO Ballla CUCTeMa 3axuLleHa Bif,
HOBMX 3arpos.

2. HanawrTyitTe 6paHgmayep.

YBIMKHITb | HanawTynTe 6paHgmayep, Hanpuknag, UFW a6o iHwwnin, gOCTYynHWIA AN BaLwol
ANCTpUoYLiT.

[lo3BonbTe nvlle HeobXiaHi 3'eAHaHHsA (Hanpuknag, ans se6cepsepa um SSH).

3. 3axucTiTb BigAaneHi nigknoueHHs (SSH).
BukopucToBynTe 6€3ne4Hi naponi abo knrodi ansa aBTeHTUdiKaLil.
O6MexTe AOCTyN A0 BiAAaNeHoro NigKNoYeHHs nuwe ana notpibHux IP-agpec.

4. YcTaHOBITb aHTUBIpYyC.
BukopucToBynTE aHTUBIPYCHE NpOrpaMHe 3abe3neyYeHHs A1 NepeBipku CUCTEMM,
0CO6/IMBO AKLLO BU MpautoeTe y 3MilaHux mepexax (Linux Ta Windows).

5. CTBOpIiTb HaZiHMI Naposb ANs CBOro 06/1iKOBOro 3anucy.
Maponb Mae 6yTu yHiKanbHUM i cKnagaTucs 3 6yks, LMdp Ta CUMBOSIB.
PerynsipHo 3MiHIOMTE Naponi AN BaXXIMBUX 06/1IKOBUX 3aMuCiB.

Migkaska!
MepioAnYHO NepeBipsanTe XypHanu CUCTEMU AN BUABJIEHHS HE3BUYHOT aKTUBHOCTI.

6. 06MeXKTe foCTYN A0 aAMiHICTPAaTUBHUX (PYHKLLIN.

[103BONANTE BUKOHAHHS CUCTEMHMX 3MiH NnLLEe AN 06/1iKOBMX 3aMucCiB i3 NpaBaMu
aZMiHicTpaTopa.

Buaanitb abo feakTUBynTe HEBUKOPUCTOBYBAHI 06/1iKOBI 3anncu.

7. 3axucTiTb Baw cepBep Big DoS-aTtak.
BUKOPUCTOBYMNTE iIHCTPYMEHTU 3aXUCTY, IKi 0OMEXYIOTb KifbKiCTb 3anuTiB i3 Migo3pinux
axepen.

8. YBiMKHITb Wwn¢pyBaHHA aUCKa.
Mig yac BcTaHOBNEHHS Linux BM6epiTb onuito WndpyBaHHA A1A 3aXUCTY BaLLMX SaHUX.
Lle 3axnctutb iHpopmaLito HaBiTb Y pasi KpaZiXKKu Baoro NpucTpoto.

9. BukopucTtoByiTe foaaTKoBui 3axmcT, AK-oT SELinux a6o AppArmor.
Lli iHCTpyMeHTM 3axuLLaroTb CUCTEMY Biff BAKOHAHHSA HeCaHKLiOHOBaHUX NPOLIECIB.
[NepekoHaunTecs, WO 3aXUCT YBIMKHEHWUI Y BaLUil CUCTEMI.

10. CTBOpiTb pe3epBHi Konil.

PerynsapHo 36epiraiTe Konii BaK/IMBUX AaHWX HA 30BHILLHbOMY AUCKY YU Y XMApPHOMY
CXOBWLLI.

ABTOMAaTM3ynTE Npouec pesepByBaHHA AJ19 3PYYHOCTI.

MNigpcymok:
Linux € NOTy>XHO | 6€3Me4YHOI0 CUCTEMOLO, AKLLO il MpaBWUIbHO HanawTyBaTU. BUKOHaAHHSA Lnx
NPOCTUX KPOKIiB 3p06MTb Ball MPUCTPIN MaKCUMasibHO 3aXULLEHUM.



15. LUBUAKUA TIA 13 HANALUTYBAHHSA BE3MNEKU B ANDROID

Android — ogHa 3 HaNMOLWMPEHILINX ONepaLiiHUX CUCTEM, O POBUTL 1i MilLIEHHIO ANs
3/10BMUCHUKIB. [paBuibHe HanawTyBaHHA 6e3nekn 3abe3neynTb 3aXMCT BalUMX JaHUX i
NPUCTPOIO Bif aTak.

1. OHOBANIOUTE CUCTEMY.

PerynapHo nepeBipanTe HasBHICTb OHOBNEHb Yy HanawTtyBaHHA - Cuctema - OHOBJIEHHSA
na3.

YBIMKHIiTb aBTOMaTUYHE 3aBaHTaXX€HHA OHOBJIEHb, SKLLO Lie OCTYMHO.

2. BuKopucTOBYMUTE €KpaH 6/10KyBaHHSA.
YBiMKHITb PIN-kopa, rpacdiuHuit kntoy, naposib abo 6ioMeTpuyHy aBTeHTUdIKaLio (ckaHep
06511Myus/Big6UTKa Nnanbys) B HanawTtyBaHHsA - Beaneka - EkpaH 6/10KyBaHHS.

3. YBIMKHIiTb WwndpyBaHHA faHUX.
BinbLicTb cy4acHMX NPUCTPOIB aBTOMATUYHO WNPYIOTb AaHi.
MNepeBipTe cTaTtyc y HanawTyBaHHA > beaneka - LUndpyBaHHA Ta 06/1iKOBI AaHi.

4. O6meXTe A0CTYN A0AATKIB A0 BalLMX JaAHUX.

MNepenaitb y HanawTtyBaHHA - [Nporpamu - [lo3Bonu.

BMMKHITb AoCcTyn A0 MiKpodOHa, KaMepu Yu reonokaduii 4nsa nporpam, siKi Lboro He
noTpebytoTb.

5. BctaHoBnonTe goaaTku nuwe 3 odilinHux pxepen.

3aBaHTaxyunTe nporpamu nuwwe 3 Google Play Store.

YBIMKHITb Onuito 6510KyBaHHS BCTAHOB/IEHHS 3 HEBIAOMUX J)kepen y HanawTyBaHHA -
bBesneka - HeBigoMmi gxepena.

Migkaska!
BuaananTte poaatku, AKMMU BU Binblue He KOPUCTYETECD, 06 3MEHLLUTU PUSUK BUTOKY AaHUX.

6. BukopucToBy#Te aHTUBIpYC.
BcTaHoBITb HagiiHUIM aHTUBIpPYC, AK-0T Avast, Bitdefender a6o Malwarebytes.
PerynsipHo CKaHylhTe CUCTEMY Ha HasiBHICTb 3arpoas.

7. 3axucTiTb cBiil o6nikoBuit 3anuc Google.
MNepekoHamnTecs, Wo ABOdaKTOpHa aBTeHTUdiKaLisa BBIMKHeHa:
3angaitb y Google Account -» besneka > [JBodakTopHa aBTeHTUdIKaLiS.

8. YBIMKHITb yHKLUit0 "3HauTK Miin NnpUcTpin'.
YBinaitTb y HanawtysaHHA > besneka - 3HaWUTU MiX MPUCTPIN.
Lle 103BONUTD BiACTEXMTH, 3a6/I0KyBaTN ab0 BUAANNTU AaHi B pasi BTpaTy NPUCTPOLO.

%
LLi
0
LLi
2
L
0
0
&
S
o
C
&
S
X
T
g

9. BukopucToyiite VPN y ny6niuynux Wi-Fi mepexxax.
BctaHoBiTb aogatok ans VPN (Hanpuknag, NordVPN a6o ProtonVPN), wo6 3axuctuty
CBOI laHi Bif, NepexornsieHHs.

10. Hanawtyite pesepBHe KoNiloBaHHS faHUX.
YBIMKHITb aBTOMaTM4He pe3epBHe KonitoBaHHsA Ao Google Drive y HanawTtyBaHHA -
Cuctema - PesepBHe KonitoBaHHSA.

YacrTi 3anuTaHHsa (FAQ)

MuTaHHA: Y MoXxXHa poBipaTu Google Play Store?

Bianosigb: binbwicTb nporpam y Google Play 6e3neyHi, ane 3aBxau 4itanTe BiaAryku nepeg
3aBaHTaXXEHHSM.




16. AK LULUWOPYBATU AAHI 3A AONMOMOIro BeYAOBAHUX IHCTPYMEHTIB?

LLindpyBaHHA 3axuiyae Bally iHbopmMaLito, nepeTBoproroYM ii'y 3alumdpoBaHuin dopmar,
AKWUMA MOXKe BYTWU MPOYUTaHUI NnLLe 3a AOMOMOroto KitoYa gocTyny. Lie nonomarae
YHUKHYTU BUTOKIB aHUX Yy pasi BTpPATW UM KpaLi>KKn NPpUCTPOLO.

1. LUndpyeaHHa aucka Ha Windows

BukopucTtoBynTe BitLocker, soctynHuim y Windows Pro Ta Enterprise.

BigkpuinTte MNaHenb ynpaeniHHA - Cuctema i 6esneka > LUndpyBaHHA ancka BitLocker.
YBIMKHITb WKdpyBaHHA Ana 6aKaHoro AMcKa, CTBOPUBLLN K104 BiHOBJIEHHS.

2. lWndpyBaHHA aucka Ha macOS

BukopucTtoBynTe FileVault gns 3axmcTy Balloro >XOpCTKOro gucka:

Mepengitb y CUCTEMHI HanawTyBaHHA > besneka Ta KoHdigeHUinHicTb > FileVault.
YBiMKHITb FileVault i 3agaiiTe naponb AN BiAHOBNEHHS.

3. WingppyeaHHsa Ha Android

BinbwicTb cyyacHux Android-npucTpoiB yxxe WwndpyroTb AaHi aBTOMaTUYHO.
LLlo6 nepeBipnTHU:

Bigkpuite HanawTtyBaHHA > be3neka - LUndpyBaHHA Ta 06/1iKOBI gaHi.
MNepekoHawnTecs, Lo WndpyBaHHSA YBIMKHEHO.

4. lLindpyBaHHsa Ha iOS
Yci npucTpoi i0S wudpytoTb AaHi 3a 3aMOBYYBaHHAM, SIKLL0 BCTAHOBIEHO Naposb.
YBIMKHITb naponb y HanawTtyBaHHs - Face ID/Touch ID Ta naponb.

5. lndpyBaHHA okpemux Ppannis

Ha Windows:

HaTucHiTb npaBoto KHOMNKO Ha dann > BnactueocTi - [JogaTkoBo - LLndpysatm BMICT
ANA 3aXUCTY JaHUX.

Ha macOS:

BukopucTtoBynTe [INCKOBY YTUAITY /19 CTBOPEHHSA 3awindpoBaHOro obpasy dainy.

6. LLndpyBaHHA 30BHILLHIX HOCIIB

USB-HakonnyyBayi abo 30BHiLLHi XXOPCTKi AUCKM MOXHa WwundpyBaTu:

Ha Windows: BukopucTtoByinTe BitLocker To Go.

Ha macOS: popmaTtyBaHHsa Yyepes Disk Utility i3 Bu6opom onuii wundpyBaHHS.

7. BukopuctoByuTe naponi ans apxisis
[Ons 36epexeHHs KoHPigeHuinHocTi pannie y ZIP a6o RAR BukopuctoBymnte QyHKLiO
BCTaHOBJIEHHSI Napona B apxiBaTopax (Hanpuknag, WinRAR uu 7-Zip).

8. [lopaaTKoBi iHCTPYyMeHTU AnA wnudpyBaHHA

BukopucToByiTe CTOPOHHI MporpamMu Ans yHiBepcanbHOro WwudpyBaHHS, Hanpuknag;
VeraCrypt gna CTBOpeHHS 3awndpoBaHMX CXOBULL.

AxCrypt ans wudpyBaHHS okpemMunx dannis.
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YacTi 3anuTaHHs (FAQ)

MuTaHHsA: LLlo cTaHeTbeA, AKLWO A 3abyAy K04 BiAHOBNEHHA?
Bignoeigb: Bu He 3MoXeTe oTpuMaT AOCTYN A0 3awndpoBaHNX JAHUX,
TOMY 3aBXAM 36epiranTe KoY y 6e3ne4HoMy Micl.

MuTaHHA: Y1 NOTPIGHO WNdPYBaATK BXE 3aXULLEHI XMapHi faHi?
Bignoeigpb: Tak, Le foAaTKOBUIA piBEHb 3aXMUCTY, 0CO6MBO ANA YyTAMBOI iHDopMaLlil.




17.10 CNOCOBIB 3ABE3MNEYNTU KOH®ILEHLINHICTb AAHUX

Bawi gaHi — ue koY 4o Ballol iAeHTUYHOCTI. BTpaTta KOH®IAEHLINHOCTI MoXe
NpPU3BeCTM A0 WaxpancTBa, BUKpageHHs 0cobucTol iHpopMmauil Yn diHaHCOBMX BTpaT.
[oTpuMynTech LMx nopag, Wob 3axMcTUTK CBOI AaHi.

1. BUkopucToByTe CKnagHi naponi.
CTBOpIOMTE YHiKaNbHi Naponi Ansi KOXXHOro 06/1iKoBOro 3anucy.
BukopuctoByinTe MeHeXepw NaposiiB ANA 3pyYHOro KepyBaHHS.

2. AkTuByiTe ABo(pakTOpHY aBTeHTU(iKaLitlo (2FA).
YBIMKHITb A04,aTKOBUIN pPiBEHb 3aXUCTY AJ151 BCIX BaXK/IMBUX aKayHTIB.
BukopucTtoBynte gogatkm ana 2FA, Hanpuknag, Google Authenticator.

3. WndpyiTe cBoi AaHi.
YBIMKHITb WUMPPYBaAHHA AN151 XKOPCTKUX AUCKIB, CMapTQOHIB i pe3epBHUX KOMIN.
BukopucToBynTe iHCTPYMEHTU N pYBaHHA ANSA KOHIAEHUinHUX danni..

4. 3axuw,anTe nybnikauii B coumMepexax.
O6MexTe BUAUMICTb BalumMx Nybnikauin nuwe ana apysie.
He ny6nikynTe ocobucTy iHpopMmauito, SK-0T agpecy umn tenedoH.

5. BukopucToyiite VPN y ny6niunux Wi-Fi mepexxax.
VPN wudpye Baw iHTepHeT-Tpadik, 3axuLLiaoum Big NepexonneHHs.
Lle 0co6nnBo BaXk/IMBO Npu BUKOPUCTaHHI BiAKPUTUX MepeX y Kade um rotensx.

Migkaska!
3aBxau nepesipsanTe 4O3BONU, SIKi HAJAETe AoAaTKaM, 0CO6MMBO AOCTYN A0 KaMepw,
MiKpodOHa Ta KOHTaKTIB.

6. YHuKaunTe nifo3pinux nocunaHb i BKNageHb.
He HaTMCKanTe Ha NOCU/IaHHA 3 HEBIJOMUX [XKepen.
[MepeBipAnTe agpecu BignNpaBHUKIB €NTEKTPOHHUX JIUCTIB.

7. Bupanaute aaHi 6e3neyHo.
BukopucToBynTe iIHCTPYMEHTU ANs1 6€3Me4YHOro BuganeHHs Gannis.
OunwynTe HakonuyyBadi nepepg npojaxem 4m ytusisauiero npucTpois.

8. HanawTyiTe pe3epBHe KOMitoBaHHS.
CTBOptONTE perynsipHi pesepsHi Konil y 3awmndpoBaHOMY BUTNIAAI.
BuKopucToByiTe XMapHi CepBiCU 3 BUCOKUM PiBHEM 6e3MeKu.

9. KoHTpontioiTe gocTtyn Ao NpUcTpoiB.
YBIMKHITb ekpaH 6510KyBaHHSA 3a gonomMoroto napons, Touch ID um Face ID.
He 3anuwante NnpucTpoi 6e3 Harnsay y rpoOMagCbKux Micusax.
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10. CnipKyuTe 3a OHOBNIEHHAMM.
3aBXXAn BCTAHOBJ/IHONTE OCTaHHI OHOBJIEHHSA OnepaLinHOl CUCTEMW Ta Nporpam.
OHOBNEHHSA 3aKpMBatOTb BPA3NMBOCTI, AKi MOXYTb BUKOPUCTOBYBAaTU 3/TOBMUCHUKMW.

YacrTi 3anuTaHHna (FAQ)

MuTaHHA: Yn 6e3neYHO BUKOPUCTOBYBATM XMapHi cepBicu s KOHPiAeHUIMHUX AaHUX?
BianoBigb: Tak, 3a yM0OBW, L0 cepBic Mae QYHKLUitO WndpyBaHHA AaHMX Ta 6araTtohakTopHyY
aBTeHTU(iKaLito.

MuTaHHA: AK agisHaTucs, Yn Mos iHbopMmalia noTpanuna y BUTIK JaHnx?
Bianosigb: BukopucToByiTe cepBicu Ha KwTanT Have | Been Pwned, 11,06 nepeBipuTH CBOI akayHTMU.
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18. WUBUAKUN T'IA 13 MEPEBIPKU KOMITIOTEPA HA BIPYCU

LLIkignnBe nporpamMHe 3abe3neyeHHs MOXe 3aBAATH LUKOAM BaLLMM AAHUM, CNOBINbHUTH
pPO60TY NPUCTPOIO YM BMKpPACTN KOHDigeHUinHy iHbopMmauito. PerynsipHa nepeBipka
AOMNOMOXe BYaCHO BUABUTU Ta YCYHYTU 3arposu.

1. YcTaHOBITb aHTUBIPYCHe NporpaMHe 3a6e3neyeHHs.
06epiTb HagiHMM aHTUBIpyc, Hanpuknag, Windows Defender, Avast, Bitdefender.
lNepekoHaunTecs, WO aHTUBIPYC OHOBJ/IIOETLCA aBTOMATUYHO.

2. BukoHailTe WIBUAKY NnepeBipKy.
3anycTiTb aHTUBIPYC i BUGEPITb OMLUit0 LWBUAKOIO CKaHYBaHHS.
Lle no3BoNUTb WBKUAKO NEPEBIPUTU HaNBPa3UBILLI JiNAHKU CUCTEMMU.

3. 3annaHyiTe NoBHe CKaHyBaHHS.

BnbepiTb onuito NOBHOIO CKaHyBaHHSA CUCTEMMU, LWLO6 nepeBipnTu BCi hannn, gUCcKn Ta
npouecwu.

BuKoHyMTe LIt nepeBipKy xo4a 6 pa3 Ha Micslb.

4. Bupansante abo KapaHTUHyITe BUSIBJIEHi 3arpo3u.
AKLWO0 aHTMBIpYC 3HaMAe WKianuBi Gannn, NepeMicTiTb iX 0 KapaHTUHY abo BUAaniThb.
MepekoHamnTecs, Wo BaXNuBi ¢pannm He BUAANSAKTLCA MOMUIIKOBO.

5. MNepeBipTe 3aBaHTaXXEHHS.
Y 6paysepi nepeBipsanTe BCi 3aBaHTaXKeHi hannm nepes BigKpUTTAM.
BukopucToByinTe PyHKLitO NnepeBipky pannis y BawloMy aHTUBIPYCI.

6. BUKOpUCTOBYITE OHJTAUH-CKaHEpPU.

[na noaaTkoBOi NepeBipKN BUKOPUCTOBYMTE GE3KOLUTOBHI OHIANH-CKAHepU, HanNpuKnaa:
VirusTotal gns aHanisy dannis.

ESET Online Scanner ans nepeBipkn CUCTEMMU.

7. OHoBNIOWUTE NpOrpamMu Ta onepawiiHy cucTemy.
3acTapini nporpamMmu MoXyTb MiCTUTU BPa3NIMBOCTI, AKi BUKOPUCTOBYIOTb 3/TOBMUCHUKMU.
YBIMKHITb aBTOMaTU4yHe oHoBneHHa ana OC i nporpam.

8. OuucTiTb TUMYaAcoOBI ainnu.

BukopucToByinTe BO6yAOBaHI IHCTPYMeEHTH abo nporpamu, sk-ot CCleaner, ons BuaaneHHs
TMM4acoBux dhannis i kewuy.

Lle 3MeHLWNTb LaHCK NpUxoBaHUX 3arpoas.

9. lNepeBipTe aBTO3aBaHTa)XKEHHS.
BMMKHITb Nigo3pini nporpamMu B aBTo3aBaHTaXXeHHi Yepes gucreryep 3ajauv.
Lle ,OMOMOXe YHUKHYTW 3anycKy LWKiAJMBUX MporpamM pasoMm i3 CUCTEMOLO.

10. YHukaiTe niparcbkoro N3.
He 3aBaHTaxynTe nporpamMu 3 HeHainHUX axxepen.
BukopucToByinTe nuwe odiliiHi CanTn Yn MarasmHu Nporpam.

YacTi 3anuTaHHs (FAQ)

MuTaHHA: Y1 MOXYTb Bipycu 36epiratucs y pannax is apxisis?

Bignogigb: Tak, apxiBu MOXYTb MIiCTUTK LLKiANMBI Gannun. 3aBxaun nepesipsmnTe ix nepes
po3naKyBaHHSAM.

MuTaHHA: AK 3pO3yMITH, LLO KOMN'tOTEP 3apaXKeHnin?
BignoBigb: OCHOBHiI 03HAaKM — 3HM)KEHHS LWBMAKOCTI PO60TH, MOsiIBa HE3HANOMMX NPOrpam Yu
BiKOH, 3MiHa fOMaLLHbOI CTOPiHKM B 6paysepi.



19. AK CTBOPUTU PE3EPBHY KOIII0 B XMAPHOMY CXOBWLLI?

XMapHi cxoBuLa O3BONAKOTb 36epiraTv Balli AaHi Ha BiaganeHux cepBepax,
3abe3rneyvyroun AOCTYN A0 HUX Y BYAb-AKWNIA Yac i 3 byab-AKOro NpucTpoto. Lle Takox
3axuLiae Bac Bif BTpaTU JaHUX Yepes3 HeCcrnpaBHICTb 061agHAHHS YK BipyCw.

1. 06epiTb xMapHUi cepBic.
HannonynapHiwi cepsicu:

Google Drive (15 'b 6e3KOLITOBHO).
iCloud (5 'b 6€3KOLITOBHO).
OneDrive (5 'b 6€3KOLITOBHO).
Dropbox (2 'b 6e3KOLWTOBHO).

2. CTBOpiTb 06nikOBMIA 3anuUC.
3angiTb Ha canT abo 3aBaHTa)KTe 4OAATOK 06paHOro cepaicy.
3apeecTpynTech, BKa3aBLUM €/IEKTPOHHY MOLITY Ta CTBOPUBLLM HaZiNnHWIA Naposib.

3. HanawTyiTe CMHXPOHI3aLilo.

3aBaHTaXTe KJiEHT XMapHOro CXOBWLLa Ha Ball NPUCTPIi (komMn'toTep, cCMapThOH UK
NAaHLeT).

YBiNgiTb y CBil 061iKOBWIA 3anuc.

06epiTb Nanku Yun dhannm ansa aBTOMaTUYHOI CUHXPOHI3aUil.

4. BubepiTb faHi pna pesepByBaHHS.
CTBOpITb OKpeMy nanky ansa BaxkKnmeux dannis, AKi NOTPIOGHO perynspHo 36epiraTtu.
[opante Tyan OKYMEHTH, GOTO, BiAEO UM Byab-AKi BaXKNMBI AaHi.

5. YBIMKHiTb aBTOMaTU4He pe3epBYyBaHHS.

Y HanawTyBaHHAX KNi€eHTa 06epiTb OMNLit0 aBTOMATUYHOIO 36epexxeHHs dannis y xmapy.
Ons cMapTdOHIB YBIMKHITb aBTOMaTM4YHe 3aBaHTaXKeHHA ¢hoTo Ta Bigeo.

6. AK cTBOpUTM pe3epBHy Konito B Google Drive?

Bigkpuite Google [inck Ha kKoMmn'toTepi abo cMapTdhOHi.

HaTtucHite CTBOpPMTYM > 3aBaHTaXnTu dannum/nanku.

BnbepiTb dannu, siki xoueTe 36epertu, i oYeKanTecs 3aBepLUEHHS 3aBaHTaXXEHHS.

7. Sk cTBOpUTH pe3epBHy Konito B iCloud?

Ons iPhone/iPad:

Mepengitb y HanawtysaHHA - Apple ID - iCloud - PesepsHa konis iCloud.
YBIMKHITb aBTOMaTU4YHe pe3epByBaHHS.

na Mac:

Bigkpunte CuctemHi HanawTyBaHHsa - Apple ID - iCloud.

MNepekoHamnTecs, Lo BUOPaHi NOTPIOGHI AaHi ANA CUHXPOHi3au,l.

8. flk cTBOpPUTH pe3epBHY Konito B OneDrive?

Bigkpuinte OneDrive Ha koMn'toTepi Yn cMapThOHi.

MepemicTiTb pannum B nanky OneDrive Ana aBTOMaTUYHOI CUHXPOHI3aLil.

MNepeBipTe, UM BKIHOYEHO pe3epBYBaHHA pO60YOro CTONMy, LOKYMEHTIB Ta 306paXkeHb.
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9. ik cTBOpPUTHU pe3epBHy Konito B Dropbox?

CTBOpiTb 06NiKOBMI 3anuc Ha dropbox.com.

3aBaHTaXKTe [oAaToK i HanawTynTe CUHXPOHI3aL,ito.
MepeTarHiTe Gpannm go nankm Dropbox Ha BawoMy NnpucCTpoi.

10. MNepeBipsainTe pe3epBHi Konii.
PerynsipHo nepeKoHynTecCh, Lo Gannmn 36epiratoTbCA Yy XMapHOMY CXOBULL.
MNepeBipanTe, Yn € gocTyn Ao Gannie 3 iHWKX NPUCTPOIB.




20. LUBUAKUA T1A 13 HANAWTYBAHHA ABO®AKTOPHOI ABTEHTU®IKALLIT B GOOGLE

[BodakTopHa aBTeHTUdIKaLiA (2FA) goaae A0AaTKOBUI piBeHb 3aXMCTY A0 BALIOrO
06NniKoBOro 3anucy. HaeiTb AKLLO Napofb 6yae 3n1aMaHo, 3N0BMUCHUKU HE 3MOXYTb
oTpumMatu focTyn 6e3 f04aTKOBOro NigTBEPAKEHHS.

1. YBilgiTb y cBii o6nikoBui 3anuc Google.
Mepenpitb Ha canT https:/myaccount.google.com/.
BBepfiTb CBOI JIOTiH | Maponb Asis Bxoay.

2. Bipkpwiite po3pain "be3neka".
Ha ronoBHin cTopiHLi 0671iKOBOro 3anucy 3HanaitTb BKIaaky besneka.
Y posgaini Yeintu B Google HaTUCHITb [lBOoeTanHa nepesipKa.

3. MoyHiTb HanawTyBaHHA.
HaTucHiTb NoyaTu i BBeAiTb Naposib e pas aAns nigTBepaXKeHHS.
[JoTpuMymnTeChb IHCTPYKLIN Ha eKpaHi.

4. Bn6epiTb OCHOBHUIN METOp, NiATBEPAIKEHHS.

06epiTb, AK BN X04eTe OTPMMYBATH Kopg, NiATBEPAYKEHHS:

Yepes SMS ab6o a3BiHOK: BBegiTb HoMep TenedoHy.

Yepes Google Authenticator: BctaHOBITb AogaTOK Ha cCMapTdOH.

5. 3aBepLuiTb HanawTyBaHHS.
BBepfiTb KO4, OTpUMaHuin Yepes BUMOPaHUn METOL,.
HaTuCHITb YBIMKHYTH, W06 akTMBYBaTK 2FA.

Migkaska!
PekoMmeHAayeTbCA BUKOpUCTOBYBaTH Aofaatok Google Authenticator abo Authy, agyxe BOHM 6inbLu
6e3reyHi, HiXxk SMS.

6. HanawTyinTe pe3epBHi MeTOAM NiATBEPAIKEHHS.

Micna akTuBauii 2FA 06epiTb pe3epBHi BapiaHTU Ha BUNAZ0K, SIKLO BM BTpaTUTE AOCTYN
[0 OCHOBHOIO METOAY:

Pe3epBHi kogu: 36epexiTb 10 yHiKanbHUX KOAIB, AKi MOXXHa BUKOPUCTOBYBAaTH AN151 BXOAY.
PesepBHU HOMep TenedoHy: [loaanTe e ogMH HOMeP, AKLLO AOCTYN A0 OCHOBHOIO
6yne BTpayeHo.

7. YBIMKHITb CNOBILL,EHHS HAa NPUCTPOI.
Bu MoxeTe yBIMKHYTU NiATBEPAKEHHSA Yepes crnoBileHHs Google:
Konu Bu BxoguTe, Google Hagiwne 3anuT Ha Bawl cMapTOH AN NigTBEPAKEHHS.

8. BukopucToByiiTe ¢isnuHMit Knioy 6e3neku (onyinHo).
MpuabanTe Kntod 6e3neku (Hanpuknag, YubiKey).
MigknroYiTe Noro fo obnikosoro 3anucy Yyepea USB a6o Bluetooth.
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9. PerynsipHo nepeBipsinTe NiAKAO4EHi NPUCTPOI.
MNepenpitb y po3gin besneka - Bawwi npucTtpoi.
MNepeBipTe, AKi NPUCTPOI NiAKIOYEHI A0 06M1IKOBOro 3anucy, i BuganiTb 3amBi.

10. MNepeBipTe HanawTyBaHHS.

MepekoHanTecs, Wo 2FA npautoe KOPEKTHO:

Buingitb i3 06nikoBoro 3anucy Ta yBinAiTb 3HOBY, 06 NepeBipMTH npoLec
NigTBEpPOXKEHHS.




21. WBUOKUA T, 13 HAJTALUTYBAHHA KOH®IAEHLIAHOCTI B INSTAGRAM

Instagram — ofgHa 3 HanbiNbLWKMX couMepeXx, e nybnikytoTbea ¢oTo, Bigeo Ta ocobucTa
iHbpopMauis. HanawTyBaHHA KOHGIAEHUIMHOCTI 4ONOMOXe YHUKHYTU HebaXKaHoro
AOCTYNy A0 BalMX faHUX Ta Ny6nikawin.

1. MNepeknioyiTb akayHT y NPUBATHUMN PEXUM.
Bigkpuite HanawTtyBaHHA - KoHigeHUiNHICTb > NpMBaTHICTb akayHTa.
YBIMKHITb onuito NpuBaTHUI akayHT, Wo6 nuLie NignMCcCHUKN 6a4nnn Balli JOMUCH.

2. KoHTponoitTe, XTo MOXKe 6a4yuTu Balli icTopii.

Y HanawTyBaHHA - KoHigeHUinHICcTb - IcTopil:

Bun6epiTb NpuxoBatu icTOpito Bif, LLO6 06MEXUTM [OCTYN ANSA NEBHUX NHOAEN.
[lo3BonbTe BiANOBiAaTU Ha ICTOpII NMnLe Apy3aM abo BUMKHITb BignoBiAi B3arani.

3. O6meXxTe KOMEHTapi.

Y HanawTtyBaHHs > KoHdigeHUinHicTb > KoMmeHTapi:

YBIMKHITb QinbTp 06pas3nmBux cnis.

[opnarite 06MiKOBI 3aNMCK A0 CMIUCKY, AKi HE MOXYTb 3anuwaT KOMeHTapi.

4. MNepeBipTe, XTO MOXXe HaACUNaTU BaM MOBIAOM/IEHHS.
Y HanawTyBaHHA - KoHigeHUinHicTb - [NoBigOMNeHHS:
06MeXXTe MOX/MBICTb HaACKMNaTK NOBIAOMJIEHHS NULLE APY3AM abo NiANUCHUKAM.

5. NMpuxoBanTe CBOIO aKTUBHICTb.
Y HanawTyBaHHA - KoHiaeHUinHicTb > CTaTyC aKTUBHOCTI:
BUMKHITb onuito, o6 iHLWi He 6a4nn, Koav BU OHNaNH.

6. YnpaBnauTe Teramu.
Y HanawTyBaHHA - KoHDigeHUinHiCcTb - Teru:
YBIMKHITb OnLito, 06 Tern 3'aBnsaancs nuLLe nicnas Balloro cXBaneHHs.

7. 06meXKTe goCcTyn A0 reonokawii.
YBIMKHITb reofiokauito nuuie Ans noTpibHMX NocTiB.

Y HanawTyBaHHAX TenedoHy 06MexTe AOoCTyn Instagram 4,0 BaLLOro MicLe3HaXoaXXeHHS.

8. KoHTponioiTe B3aeMogii 3 He3HauoMLUAMM.
Y HanawTyBaHHA - KoHigeHUinHicTb > O6MiKoBi 3anncu, siki B 06MeXunu:
[opanTe 06MiKoBi 3anucu, B3aemogisa 3 skumu byge obmexeHa.

9. BUMKHITb NOKa3 nepcoHani3oBaHUX OrosioLleHb.
Y HanawTyBaHHA - KoHDiaeHUiNHICTb > OronoweHHs:
BMMKHITb NnepcoHanisauito peknamu, o6 3MEHLLMTM BUKOPUCTAHHSA BaLLUUX AaHUX.

10. PerynsipHo nepeBipsiuTe CBiil aKayHT.

BigBigynte po3ain [LocTyn A0 BalMxX AaHUX Y HaNalTyBaHHAX, LWO6 NepernsHyTyH, ska
iHpopMmaLia 36upaeTbca Npo Bac.

BuaananTe nigo3pini abo HeNOTPiGHI Nporpamu, Wo MakoTb AOCTYN A0 BALLOro akayHTa.

YacTi 3anuTaHHs (FAQ)

MuTaHHA: AK 06MEXNTN KOMeHTapi 6e3 6110KyBaHHA KopucTyBaya?

Bianosigb: Bu MoxeTe goaaTtn KopuctyBaya A0 CIIMCKY OOMEXEHMUX Y HanalTyBaHHSX
KOH®}IiAeHLiNHOCTI.

MuTaHHA: LLLo pobuTK, SKLO Mild akayHT 3/1aMaHo?
Bignogigb: 3MiHiTb Naponb, BigknnyTe 4oCTyn Nif0o3pinux AoAaTKiB i 3BEPHITLCA A0 CNYX6M
nigTpuMKuM Instagram.
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22. WBUOKUA T, 13 HANTALUTYBAHHA KOH®IAEHLIMHOCTI Y FACEBOOK

Facebook mictutb 6arato ocobucToi iHdhopmalLii, ska Moxxe 6yTn BUKOPUCTaHa
LaxpasiMu 4un 31I0BMUCHNKaMK. HanawTyBaHHS KOHDIAEHUIMHOCTI gonomarae
3aXUCTUTU Balli JaHi Ta KOHTPOOBATHU, XTO IX 6aUUThb.

1. MepeBipTe HanawTyBaHHA KOHPiAEHLiNHOCTI.

Mepengitb y HanawTtyBaHHA > KOHMIAEHLUINHICTb.

BukopucTtoBynTe iHCTpyMeHT lNepeBipka KOHQIAEHLiIMHOCTI, W06 WBMAKO OLHUTK Ta
OHOBUTM Balli HanalwTyBaHHS.

2. O6meXTe BMAUMICTD Bawmx ny6nikaLiin.

Y po3gini KoHpiaeHUinHICTb - XTO MOXXe 6aunTu BaLli ny6nikauii? Bu6epiTb Jinwe apysi
a6o Jlnwe .

HanawTynTe BUANMICTb CTapux nybnikauin yepes onuito O6MeXnTn ayguTopito CTapmnx
nyoénikauin.

3. KoHTponioiTe, XTO MOXXe Bac 3HaXOA4UTH.

Y posgini KoHpigeHUinHICTb > AK Ntoan MOXYTb 3HANTU Bac? 0OMEXTE MOXJ/IMBICTb
MOLLYKY 32 HOMepPOM TenedOoHy UM eTEKTPOHHOIO MOLUTOHO.

BMMKHITb MOXXNMBICTb iHAEKCaLUii Baworo Npodifnto B MOLYKOBUX CUCTEMAX.

4. YnpaBnsaute TeramMu.

Y HanawTyBaHHA - lNpodinb i no3Haykun Bu6epiThb onuito MNepernsgati Nno3Hayku nepeg
X nosiBOIO y Bawomy npodini.

Lle ,O3BONUTb BaM KOHTPONIOBATW, AKi Tern 6yayTb BUAUMI ANA iHLLKX.

5. MNepeBipTe NigKnoYeHi fopaaTKM.
Y HanawrtyBaHHsa - [logaTku Ta canTtu nepesipTe CUCOK MiAKIYEHUX MPorpam.
Buaanito Ti, AKMMUK BM GinblUe HE KOPUCTYETECH.

6. HanawTyinTe KOH}iAEHLiMHICTb icTOpIN.

Y posaini KoHdigeHUirHicTb > IcTopil BU6epiTb, XTO MOXe 6a4nTu BaLui icTopil: Jluwe
ApY3i ab0 KOHKpPEeTHI Ntoaun.

BMMKHITb MOXNUBICTb BignoBigaTu Ha icTopil, AKLO Le He NOTPI6HO.

7. 3axuCTiTb Bally aKTUBHIiCTb Y rpynax.
O6MexTe BUAUMICTb rpyn, A0 AKUX BU NPUESHANNCSA, y HanawTyBaHHAX [y6nivHiCTb

rpyn.
BukopucToByinTe onuito 3akpuTi abo NpMBaTHI rpynu Ans 4oAaTKOBOrO 3axXmucCTy.

8. HanawTyiTe cnoBil,eHHA NPO BXOAM.
Y posgini besneka Ta BXig -~ CroBilleHHA NPO HEBILOMI BXOAU YBIMKHITb CMOBILLEHHA Ha
€NEeKTPOHHY NOLWTY YM TenedoH.

9. 3axucTiTb Bawi ny6nikau,ii.
BukopucToBynTe XpOHONOrit0 Ta NO3HAYKW, W06 NepeBipATH Nybnikauil, y AK1x Bac
BigMITUAN.

10. BukopucTtoByinTe aBOo¢aKTOpHY aBTeHTUdiKaLito.
YBiMKHIiTb 2FA y HanawTyBaHHA - be3neka Ta Bxig > [lBodakTopHa aBTeHTUDiKau,is.
O6epiTb OCHOBHUIA MeToA NiaTBepaAXKeHHA (SMS, nopaTtok abo Koy 6e3nekm).

YacTi 3anuTaHHs (FAQ)

MuTaHHA: AK NepeBipuTK, K BUrNsAae Mivi npodinb Ans iHWnx?

Bianosigb: BukopucToByiTe dyHKLitO MNepernaHyTv AK y Balwomy npodini, wob nobaumTy, K BaLl
npodinb BUrnsgae ons iHWMX KOPUCTyBauYiB.



23. WWBUOKUU T4 13 HANTALUTYBAHHA TELEGRAM )19 BE3MEKMU

Telegram — oguH i3 HaWbiNbLL NONYASPHUX MECEHAYKEPIB, ane Noro npaBusibHe
HanawTyBaHHA AOMOMOXEe 3aXUCTUTU BalLlli OCOBUCTI AaHi.

1. YBiMKHiTb ABO(daKTOPHY aBTeHTUiKaLito.

MNepengitb y HanawTtyBaHHa > KoHbigeHUiNHICTL | 6e3neka > [lBodakTopHa
aBTeHTUdiKauis.

YCTaHOBITb 404aTKOBUIW Naposb AN1A BXOAY B aKayHT.

BkaxiTb pesepBHMi email Ana BigHOBNEHHSA JOCTYnNY.

2. 06MeXXTe, XTO MOXKe 6aunTu Ball HOMep TenegoHy.

Y HanawTtyBaHHsS > KoHbigeHUiNHICTb | 6e3neka > Homep TenedoHy BMGEPITb:
XTO MOXKe 6a4MTh Min HoMep: HixTo a6o Moi KOHTaKTH.

XTO MOXe 3HalNTM MeHe 3a HOMepPOM: 06epiTb MoT KOHTaKTHK.

3. 3axuctitb poTo npodinio.

Y HanawTtyBaHHs > KoHbigeHUinHICTb | 6e3neka > ®oTo Ta Bigeo npodinto BubepiTb, XT0
MOXXe 6a4nTK BaLli 306paXKeHHs:

BnbepiTb Moi KOHTaKTN ab0 KOHKPETHUX OCIb.

3abnokyinte AoCTyn AN CTOPOHHIX.

4. YBIMKHITb 6/10KyBaHHS 4YaTy.

YBIMKHITb 6/10KyBaHHSA fgocTyny Ao Telegram 3a 4ONOMOroto napons abo 6ioMeTpUYHMX
AaHNUX:

HanawTtyBaHHA - KoHpigeHUinHIcTb | 6e3neka > Koa-naponb.

YctaHoBiTb PIN-Kof 260 BUKOPUCTOBYMTE CKaHep BigbuTKa nanbus.

5. MNepeBipTe aKTUBHI cecil.
Y HanawTyBaHHs - [pucTpoi nepernsiHbTe BCi NPUCTPOI, Ae BU yBinwAn B Telegram.
3aBepLiTb cecii Ha He3HaNOMMX abo HENMOTPIGHMX MPUCTPOSAX.

6. YBIMKHITb CAaMO3HMLLLEHHA aKayHTa.

Y HanawTyBaHHA - KoHDiAeHUiNHICTb | 6e3neka - ABTOMaTUYHE BUAANIEHHA aKayHTa
06epiTb Yac, Nicna AKOro akayHT 6yJe BuaaneHo 3a HeaKTUBHOCTI (Hanpuknag, 6
MicsuiB).

7. BUKOPUCTOBYWTE CEKPETHI YaTu.

[Ona KoHDiAeHUINHOro cnifNkyBaHHA CTBOPtOMTE CeKpeTHi YaTu:

BoHuM MatoTb HackpisHe WwndpyBaHHs.

MNoBigoMNeHHA MOXHa HanawTyBaTM Ha aBTOMaTU4yHe BUaneHHs Yyepes NeBHUN vac.

8. MNepesipsitTe ¢paitnu nepep, BigKPUTTAM.
YHUKalTe 3aBaHTaXXeHHSA Nigo3pinmx Gannis, HaBiTb AKLLO BOHN OTPUMaHI Big, 3HanOMuUX.
BukopucToByiTe aHTUBIpPYC A9 CKaHyBaHHA dainis, OTPMMaHMX y vaTax.

9. KoHTpontoinTe gocTyn Ao rpyn i KaHanie.

Y HanawTyBaHHA - KoHDiaeHUiNHICTb | 6e3neka - pynu Ta KaHanM o6MexTe, XTO MoXe
AofasaTu Bac Ao rpyn:

06epiTb Moi KOHTaKTWN ab0 BKaXiTb KOHKPETHUX NtogeNn.

10. BukopucTtoByiTe yHKLiIO aHTUCNaM.
AKLO0 BN OTPMMYETE Nifo3pini NOBiAOMNEHHS, 3a610KyMTe BignpaBHUKa Ta NOBiAOMTE
Npo HbOro Yyepes yHkuUito Ckapra.
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24. lUBUOKUU T 13 HANTALUTYBAHHA KOH®IAEHLUINHOCTI B TIKTOK

TikTok posBonse pinuTuca BiAeO 3 MiNbMOHaAMM KOpUCTyBadiB. be3 HanexHoro
HanawTyBaHHA KOHiAEHUINHOCTI Bawi AaHi, Bigeo Ta ocobucta iHbopMalis MOXYTb
CcTaTu AOCTYNHUMM ANs HebaXKkaHMX OCib.

1. YBIMKHITb NnpMBaTHUA aKayHT.

Mepengitb y HanawTtyBaHHA > KOHMIAEHLUINHICTb.

YBIMKHITb onuito MNpuBaTHUI akayHT, W06 Balli BiAeO MOrNM NnepernagaTu nuwe
nigTeepaXXeHi NignUCHUKMN.

2. O6MeXTe, XTO MOXKe 3HAXOAUTU Balll aKayHT.
Y HanawTtyBaHHs > KoHdigeHUiNHICTb > PekoMeHAauil akayHTa BUMKHITb OnLito
[O3BOMNTY iHLLNUM 3HAXOAUTU MEHE.

3. KoHTponoiTe KOMeHTapi.

Y HanawTtyBaHHsS > KoHdigeHUinHicTb > KomeHTapi 06epiTb:
XTO MOXKe KOMEeHTyBaTu Balli Bigeo: Jinwe apysi abo Hixto.
YBIMKHIiTb QinbTp 06pasnuneux crise.

4. 3axucTiTb Balli NOBiIJOMJIEHHS.

Y HanawTyBaHHA - KoHdigeHUinHicTb - [NpAMi NoBigOMAEHHSA 06epiTb:
XTO MOXe HagcunaTty BaM noBigoMneHHs: [1pysi abo HixTo.

BUMKHITb NOBIiAOMMNEHHSA Bi, HE3HANOMLIB.

5. KoHTponioiiTe 3aBaHTa)KeHHA BalluX Bifeo.
Y HanawTtyBaHHs > KoHdigeHUinHICTb - [LJ03BONM BUMKHITb onuito [1o3BonnTn
3aBaHTa)XKeHHs Bifeo, LWo6 iHLWi He MoK 3aBaHTa)XkyBaTy Balli nybnikauil.

Migkaska!
PerynsipHO OHOBNIOWMTE HanawTyBaHHA KOHiAeHUinHOCTI, ocKinbkn TikTok yacTto goaae HoBi
byHKUiT ab0 3MiHIOE HasABHI.

6. MpuxoBanTe B3acMogi;il.
Y HanawTtyBaHHs > KoHdigeHUinHICcTb - MNofo06aeTbcs BUOEPITb, XTO MOXKE 6a4nTH BaLli
Brnofo6aHHs: Jlnwwe .

7. MepeBipTe AOCTYN [0 BalUMX AAaHUX.

Y HanawTtyBaHHs > KoHdigeHUinHICTb - [J03BONAM NporpamMu NepesipTe, AKi 4oAaTKN
MatoTb AOCTYM A0 BALLIOro 06/1ikoBOro 3arnucy.

Bupanite goctyn Ana nigospinux goaatkis.

8. BUMKHITb nepcoHanizoBaHy peknamy.
Y HanawTyBaHHA - KoHiaeHUiNnHICTb - PeknamMa BUMKHITb onuito lNMepcoHanizauis
peknamMu, Woo6 3MEHLINTU BUKOPUCTAHHA BalUMX JaHUX AJ19 TapreTuHry.

9. MNepeBipsanTe CNOBILLEHHS NPO BXiA.
Y HanawTyBaHHA - be3neka > Bxoau B akayHT rnepeBipsnTe BCi akTUBHI Cecil.
3aBepLliTb Nigo3pini BXoau.

10. BukopucToByitTe gBodpakTopHy aBTeHTUdiKauitlo (2FA).
Y HanawTtyBaHHS > be3neka -~ KepyBaHHs1 aBTeHTUiKaui€o YBIMKHITb 04aTKOBUN
3axucT Yyepes SMS abo aBTeHTUdiKaLiIMHUI 4OAATOK.

YacrTi 3anuTaHHsa (FAQ)

MuTaHHA: Y1 MOXXHa 3po6UTN NPOdinb NOBHICTHO NPUBATHUM?

Bignosigpb: Tak, yBiIMKHEHHA MpUBAaTHOIo akayHTa NpMxoBYye Balli Biieo Bifl YCiX, OKpiM
NigTBEPAXKEHUX NiAMUCHUKIB.



25. WUBUOKUU T4 13 HAJTALUTYBAHHA BE3MEKW Y VIBER

Viber — nonynspHuin MeceHgykep i3 BENNKOHK KiNbKiCTHO KOpUCTyBauiB. Bawa
KOHIAEeHUIMHICTb | 6e3neKa 3anexaTb Bif NpaBUIbHOIO HasalTyBaHHS, AKe 40MNOMOXe
3aXUCTUTU OCOBUCTI MOBIAOMNEHHS.

1. YBIMKHITb nepeBipKy KOHTaKTiB.

YBiIMKHITb [JOBipeHi KOHTaKTu:

Mepengitb y HanawTtyBaHHs > KoHdigeHUiNHICTb - MNepeBipka KOHTaKTIB.
Bu oTprMMaeTe NoBiAOMIIEHHS, SIKLLO XTOCb 3MiHUTb CBil HOMep abo AaHi.

2. YBiMKHiTb eKpaH 6/10KyBaHHS.

BcTaHOBITb 6/10KyBaHHA AOCTYNy A0 AopaTka:

Y HanawTyBaHHA - KoHdiaeHUinHicTb - 3axuct 3a PIN-kogom 3aganTte PIN a6o
BUKOPUCTOBYMNTE BIOMETPIHO.

3. BukopucTtoByiiTe "CekpeTHi yatu".

[na yyTnMBMX po3MOB cTBOpoNTe CeKpeTHi YaTu, AKi aBTOMaTUYHO BMAANAOTb
NOBiAOMJIEHHSA MiC/A 3a4aHOro yacy.

Lli yaT MaroTb 4OAATKOBUI piBEHb WM PYBaHHS.

4. YBIMKHIiTb aBo¢aKTOpHY aBTeHTU(iKaLito.

YBIMKHITb 2FA ansi 3axucty o671ikoBOro 3anucy:

Mepengitb y HanawTyBaHHA - besneka - [1BodakTopHa aBTeHTUdiKaLuis.
[opanite nogaTKoBUIA Naposib abo KoA NiATBEPAXKEHHS.

5. O6mexxTe focTyn A0 BaLIOl aKTUBHOCTI.
Y HanawTyBaHHA - KoHiaeHUinHICTb - [NokadyBaTu Miil CTaTyC B MepeXi BUMKHITb
ONUito, AKLLO HE XOYeTe, W06 iHLWi 6a4ymnm BaLl cTaTyc.

Migkaska!
He nepexoabTe 3a Nigo3piiuMu NocnnaHHAMM, HaBiTb SIKLLLO BOHW HaficnaHi Bif 3HanoMuXx,
ajpKe IXHi akayHT MOXKe 6yTWU 31aMaHo.

6. O6mexxTe gocTyn Ao ¢oTo npodinto.
Y HanawTyBaHHA - KoHDiageHUiNHICTb - XTO 6a4nMTb Moe GoTo npodinto BubepiTh:
Moi KOHTaKTN ab0 KOHKPETHUX JTOLEN.

7. KoHTponiounTe, XTO MOXKe AioAaBaTHh Bac A0 rpyn.
Y HanawTyBaHHA - KoHDiaeHUinHICTb > [pynn 06MexTe, XTO MOXKe AoAaBaTh Bac Ao

rpyn.
BnbepiTb onuito Mol KOHTaKTM abo BKaXKiTb KOHKPETHUX NHOAEN.

8. Bugansiite BaXx/IMBi NOBiOMNEHHS.

BukopucTtoBynTe dyHKUitO BuganuTtu gnsa Beix, W06 NOBHICTHO BUAANUTU MOBILOMEHHSA 3
yary.

Lle [OCTYNHO NpOTAroM 06MEXEHOro Yyacy nicnsa BignpasBKuy.

9. MNMepeBipTe CNUCOK NiAKMIOYEHUX NPUCTPOIB.
Y HanawTyBaHHs - [MpucTpoi nepernsHbTe BCi akTUBHI CECiIl.
3aBepLiTb cecii Ha NPUCTPOAX, AKUMMU BifnblLLe HE KOPUCTYETECD.

10. YHukauTe Bigkputux mepexx Wi-Fi.
Ons 3axucty aaHux y nyoniyHmnx Wi-Fi Bukopuctosynte VPN.
Lle ,ONOMOXe YHUKHYTWU NepexoneHHs Balnx NoBifOMIIEHb.
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26. LWWBUOKUA T 13 HAJTALUTYBAHHSA BE3MNEKWU Y WHATSAPP

WhatsApp € 0gHMM i3 HaNNOLUMPEHILIMX MECEHAXKEPIB Y CBITi, ane 6e3 HaNnexHoro
HanalwTyBaHHSA Balli JaHi MOXYTb CTaTu Bpas3IMBMMU AN aTak abo Heba)kaHOro
Joctyny.

1. YBIMKHITb fiBOE€TanHy nepesipKy.

Mepengitb y HanawTtyBaHHA - 06nikoBUIA 3anuc - [lBoeTanHa nepesipka.
YBIMKHITb 1T Ta cTBOpPITb PIN-KOA.

BkaxiTb pesepBHMi email Ana BigHOBNEHHSA JOCTYnNY.

2. MepeBipanTe HanawWTyBaHHA KOHDiaeHLINHOCTI.

Y HanawTtyBaHHA - KoHbigeHUiMHICTb HanawTynTe:

OcTaHHiIn pas y Mepexi: 06epiTb HixTo a6o Mol KOHTaKTW.

®oTo npodinto: obMexTe AOCTyN, BUOpaBLLUM MOT KOHTaKTH.

IHpopMaLia Npo cebe: 3po6iTb [OCTYNHOK NvLe ANS ApY3iB ab0 NpuxoBamnTe.

3. YBIMKHIiTb CnoBiLLLeHHA Npo 6e3nekKy.

Y HanawTtyBaHHA -~ O6nikoBui 3anuc > besneka yBiMKHITb onuito MNoka3syBaTu
CMOBILLEHHS NPO 6e3nekKy.

Lle 1o3BONUTD AisHATUCA, SKLLO WndpyBaHHA YaTy 6y10 3MiHEHO.

4. 3a6n0KyiTe He6aXKaHi KOHTaKTH.
AKLLO BM OTPMMYETE Cnam abo HebaXkaHi NOBIAOMIIEHHS, BiAKPUATE YaT i3 LM
KOHTaKTOM, HAaTUCHITb Ha iM’'Al KOHTaKTY, @ NOTiM BU6epiTb 3abnoKyBaTw.

5. 3axucTitb poctyn go WhatsApp.

YBiMKHITb 6/10KyBaHHA gogaTka 3a gonomoroto PIN-koay, napons abo 6ioMeTpii:
HanawTyBaHHA > KoH}igeHUiHICTb > BNoKyBaHHA eKpaHa.

BnbepiTb yac, nicna aKoro 4oaaTtok aBTOMaTUYHO 3ab60KYETbLCS.

6. O6Me)XxTe focTyn Ao rpyn.

Y HanawTtyBaHHsS > KoHbigeHUinHICTb - Ipynn 06epiTb, XTO MOXe fofaBaTn Bac A0
rpyn:

Moi KOHTaKTK a6o Moi KOHTaKTH, OKpIM...

7. BukopuctoByiuTe ¢yHKUit0 "3HUKaIOYi NOBigOMNEeHHA".

Ons KOHdIAEHLIMHOro CNifiKyBaHHA YBIMKHITb aBTOMaTU4YHe BUAaneHHs NoBigOMAEHb
yepes NeBHWUM Yac:

Y yaTi HaTUCHITb Ha IM'A KOHTaKTY > 3HUKarOYi MOBIAOMMEHHA > BUOEPITb Yac.

8. YHuKauTe nifo3pinux nocunaxob.

WhatsApp aBTOMaTM4YHO NO3HAYae Nifo3pini nocunaHHs, ane 3aexaun nepesipante URL
nepef HaTUCKaHHAM.

He BiakpuBanTte dhannu Bia HesHanoMmuUiB.

9. MNMepeBipanTe aKTUBHI NPUCTPOI.
Y HanawTyBaHHs - [MpucTpoi nepernsHbTe BCi Cecil, A& Ball akayHT BUKOPUCTOBYETLCS.
3aBepLiTb HEMOTPIOHI cecii, HaTUCHYBLUM Buintu.

10. OHOBNIOWTE [O[ATOK.
MNMepekoHanTecs, wo WhatsApp 3aBXan OHOBNEHUI 4,0 OCTAHHbOI BEPCil, agke
OHOBJIEHHS BKJ1HOYAKOTb BUMNpPaB/IEHHS BPa3/IMBOCTEN.

YacTi 3anuTaHHs (FAQ)
MuTaHHA: LLLo pobuTK, SIKLLLO XTOCH YBINLLOB Y Mili akayHT 6€3 103BONY?
BignoBigb: 3aBepwiTh yci cecil yepe3 HanawtyBaHHA - Mpuctpol Ta 3MiHiTb PIN-koa.



27. WBUOKUU T 13 PESEPBHOIO KOMIIOBAHHA OAHUX

PesepBHe KonitoBaHHA — Lie Balla CTpaxoBKa BiJ BTpaTu BaXX/IMBUX AaHUX Yyepes
NOMWIIKW, Bipycn abo TeXHiYHi HecnpaBHOCTI. [lpaBunbHe HanawTyBaHHS pe3epBHOIO
KOMitoBaHHA 36epexe Balli AOKYMEHTH, GOTO Ta iHWi pannn.

1. BU3HauTe, W0 NoTpi6HO 36eperTu.
Buainite Baxnuei dannun: pobodi AoKyMeHTH, doTorpadii, KOHTaKTK Ta iHLWwe.
YHMKanTe pesepByBaHHA TUMYACOBUX YN BENIMKUX HEMOTPIOGHUX dannis.

2. BubepiTb cnoci6 pesepBHOro KomnitoBaHHs.

JlokanbHe: BUKOPUCTOBYMTE 30BHILLHIN XXOPCTKMM anck, USB-Hakonuyyeay abo
mMepexeBe cxoBuLle (NAS).

XMapHe: BUbepiTb XMapHui cepsic, ak-oT Google Drive, iCloud, OneDrive yn Dropbox.

3. HanawTyitTe perynsipHe pe3epByBaHHS.

lNepekoHaunTecs, WO pe3epBHe KOMNitOBaHHA BUKOHYETbCHA aBTOMAaTUYHO.
Ons Windows: BukopuctoBymnTe IcTopito dannis.

Ana macOS: yBiMkHITb Time Machine.

4. BukopucTtoByiiTe WnppyBaHHS.
[ns 3axncty KOHPiAeHUINHMX AaHUX YBIMKHITb WNdpyBaHHSA.
BinbLwicTb XMapHMX cepBiciB i TOKaNbHUX iIHCTPYMEHTIB MPOMOHYHOTb LiHO QYHKLitO.

5. MepesBipsanTe pesepBHi Konii.
MepioanYHO NEepeKOHYMTECS, LLO pe3epBHi KONii 36epiratoTbCA NPaBUIbHO i 4OCTYMHI ANs
BiIHOBNEHHSA.

6. Pe3epeHe konitoBaHHA B Windows.
BigkpuiTte NapameTpu > OHOBNEHHSA Ta 6e3neka > Pe3epBHe KOMitoBaHHSA.
MigKNHYiTh 30BHILWHIN AUCK | HANALWTYTe aBTOMaTU4He 36epexeHHs dannis.

7. Pe3sepBHe KonitoBaHHsA B macOS.

MigKNHOYiTh 30BHILLHIN JUCK.

YBiMKHITb Time Machine B CucteMHux HanawTtyBaHHAX > Time Machine.
HanawTtynTe iHTepBan 36epeXeHHs pe3epBHUX KOMiN.

8. Pe3epBHe konitoBaHHA Ha Android.

YBingiThb y cBinn obnikoBuin 3anmc Google.

YBIMKHITb pe3epByBaHHs B HanawTtyBaHHs > Cuctema > Pe3epBHe KOMitOBaHHSA.
BubepiTb, L0 came NoTpi6HO KonitoBaTu (AoAaTKK, KOHTaKTH, GOTO).

9. Pe3epBHe KonitoBaHHSA Ha iOS.
Mepengitb y HanawTtysaHHA - Apple ID - iCloud - PesepsHa konis iCloud.
YBIMKHITb aBTOMaTU4YHe pe3epBYyBaHHS.

10. BUKOpUCTOBYITE AOAATKOBI iIHCTPYMEHTU.
Ins nokanbHoro pesepByBaHHSA: Acronis True Image, EaseUS Todo Backup.
[na xmapHoro pesepByBaHHs: Backblaze, Carbonite.
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YacTi 3anuTaHHs (FAQ)
MuTaHHA: AK YacTo NOTPIGHO POBUTU pe3epBHI Konii?
Bignoeigb: ONTUManbHO WOAHS AN PO60YMX AaHUX | pa3 Ha TUXKAEHb A1 BE/IMKMX apXiBiB.




28. NAM'ATKA: AK YHUKHYTWU BIPYCIB YEPE3 USB-HAKOINMUYYBAMI

USB-HakonnyyBaui MOXyTb CTaTu A)KEPENIOM BipYCiB, AKi 3apa)katoTb Ball KOMM'tOTep
abo BMKpadarTb AaHi. JoTpMMaHHA NPOCTUX NpaBua AONOMOXE YHUKHYTU PUSUKIB |
3axXUCTUTK BaLUi MPUCTPOI.

1. BuKkopucToByuTeE NULLIE HaAiNHI HaKonNU4YyBaui.

He nigkntoyante USB-npucTpoi, oTpMMaHi Bi He3HanoOMUX Noaen.

YHuKanTe BUKOPUCTaHHS 3HangeHnx USB-HakonuyyBaydiB — BOHU MOXYTb 6yTU 3aparkeHi
Bipycamu.

2. 3aBXAaM nepeBipANTe HaKONU4YyBaY Ha Bipycu.

Bigpasy nicns nigkntoyeHHs USB no koMmn'toTepa BUKOHaNTe NepeBipKy 3a AONOMOIoH
aHTuMBIpycCy.

BukopucTtoByinTe QyHKLiO aBTOMATUYHOIO CKaHyBaHHS, AOCTYMHY B GiNbLUOCTI
aHTuMBIpycCiB.

3. BUMKHITb (pyHKL IO aBTO3amnycKy.
ABTO3anyck MoXe aBTOMaTM4HO 3anyckaTu WKigavei nporpamu 3 USB.
MNepeBipTe HanawTyBaHHS BaLIOl onepauinHOl CUCTEMU Ta BUMKHITb LIKO DYHKLHO.

4. CTBOpITb pe3epBHY KOMil0 BaXX/INBUX JaHUX.
MNepen BuKopucTaHHAM USB-HakonuyyBaya 36epexiTb pe3epBHY Korito cBOixX dhannis.
Lle nOMOMOXe YHUKHYTU BTpaTWU AaHUX Y pasi 3apa)KeHHs MpUCTpolo.

5. dopmartyiTe nipo3pini HakonumuyBaui.
Akwo USB-HakonnyyBay BUrisiaae nigospino (Heaposymini pannu, HeBiZoOMUIN BMICT),
BigdopmaTyinTe NOro nepes BUKOPUCTAHHAM.

6. YHMKaNTe NigKNoYeHHs A0 He3aXULLLEHNX NPUCTPOIB.
He nigkntoyanTte USB [0 Yy>XUX KOMM'HOTEPIB YN MPUCTPOIB i3 HU3bKNUM PiBHEM 3aXUCTY.
BukopuctoByinTe nuLue Ti IPUCTPOI, AKUM BU AOBIpSAETE.

7. BukopuctosyuTte USB i3 pyHKUicl0 3axucTy Big 3anucy.
Bnb6epiTb HakonnyyBaui 3 nepeMukayem 4ns 3axXmcTy Bif, 3anucy.
Lle yHEMOXNMBUTb KONiKOBaHHS LWKiANNBUX pannie Ha NpUCTpI.

8. WindpynTte paxi Ha USB.
[na BaXXNMBUX AaHUX BUKOPUCTOBYMTE WNdpPYBaHHSA.
Lle 3axucTuTb Bawi dannun HaBiTb y pasi BTpaTh HaKkonuyyBava.

9. Bupanaurte 3anBi pannu.
PerynsapHo ouuulyiTe Hakonuyysad Bif hannis, AKi 6inbLue He NOTPIGHI.
Lle 3aMeHLNTb pMU3KK 3apaxKeHHs Nig Yyac poboTH 3 PiBHUMU NPUCTPOSAMMU.

10. MocTiiHO OHOBNIOINTE aHTUBIpYC.
MNepekoHanTecs, WO Balle aHTMBIPyCHE NporpamMHe 3abe3neyeHHs 3aBXAM aKTyasbHe.
OHOBNEHHA AOMOMOXYTb BYaCHO BUSABNIATU HOBI BUAM 3arpoa.
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YacTi 3anuTaHHs (FAQ)

MuTtaHHA: Ak gisHaTuca, Y USB-HakonuuyBay 3apaxeHuin?

BianoBigb: BukoHalTe nepeBipKy aHTUBIpYCOM. AKLLO Ha HaKonuuyBayi 3'BAAKOTbLCA HEBIAOMI
hannm 4m nanku, e MoXxke 6yTN 03HAKOH 3aparkeHHs.

MNigpcymok:
[oTpuMytoumch Unx pekoMeHaaLin, Bu 3aMoxeTe 6e3nevyHo kopuctyBaTuca USB-HakonuyyBavyamu i
3axXMCTUTU CBOI AaHi Bif, BipyCiB Ta iHLIWUX 3arpos.




29. 1K 3AXUCTUTU CBOI ®OTO B IHTEPHETI?

doTorpadii, 3aBaHTaXKxeHi B IHTEPHET, MOXYTb CTaTU AOCTYNHUMMW A1 CTOPOHHIX OCib i
BUKOPUCTOBYBaTUCA 6€3 BaLLOro A03B0Jy. 3aXMCT BalLMX 306paxKeHb — Lie NepLunin Kpok
[10 36epeXkeHHs BalLOoi KOHGiAEHLIMHOCTI.

1. BUKOpUCTOBYIUTE NPUBATHICTb Y COLMEpeXXax.
MepeBipTe HanawTyBaHHA KOHMIAEHLIMHOCTI y BalLMX aKayHTax.
3po6iTb cBOI GOTO BUAUMUMM NNLLE ANSA APYS3iB.

2. He ny6nikyite HagMipHO ocobucTi ¢poTo.

YHUKaWTe 3aBaHTaXKxeHHs (HOTo, AKi MiCTATb KOHdiAeHLiHY iHbopMauito (agpecy,
[OKYMEHTM, 0COBUCTI faHi).

MNam'aTanTe, WO Te, WO NOTPanuo B IHTEPHET, MOXe 3aNULINTUCA TaM Ha3aBXAMW.

3. BukopucroByuTe BOASHI 3HaKM.

HaHocbTe Ha h0oTO BOASIHI 3HAKM, W06 3aXMCTUTH IX Bif HECAHKLLIOHOBAHOIO
BUKOPUCTaHHS.

BukopucTtoBynTe cepsicu Ha kwitanT Canva a6o Photoshop gns cTBOpeHHS BOAAHMX
3HaKiB.

4. 3aBaHTa)XKyiTe (pOTO B 3aXULL,EHi CepBicH.

BukopucTtoBynTe nnatpopmu, siKi NigTpUMyrOTb BUCOKUI PiBEHb 6€3NeKu, Hanpuknag,
Google Photos, iCloud un Dropbox.

MNepekoHamnTecs, WO BaLl 06/1iKOBUI 3aNnC 3axMLLEHO ABOGAKTOPHOK aBTeHTUdIKALIEH.

5. Buganante MeTagaHi i3 306pa)eHb.

MeTagaHi (EXIF) MOXyTb MicTUTK iHbopMaLito Npo Micle, Ae 3po6neHo GoTo.
BukopucToBynTe nporpamu, W06 BUAANUTK Ui faHi nepes 3aBaHTaXKeHHsM $oTOo B
IHTepHeT.

6. 3axucTiTb $pOTO B XMapHUX CXOBULLLAX.
BukopucToByinTe XMapHi cepBicH, siKi NigTpUMyrOTh WndpyBaHHS dannis.
YBIMKHITb QYHKLiO pe3epBHOro KOMitoBaHHS, W06 He BTpaTUTH BaXknei GoTo.

7. YHuKauTe nepecunaHHsa GpoTo Yyepes HesaxuLeHi nnaTdopmu.

BuKopucToBynTE MeCEHAXEPM i3 HACKPI3HMM WKdpyBaHHAM, Hanpuknag, Signal un
Telegram.

He HapgcunanTe koHDiaeHUiMHI GOTO Yepes 3aranbHOAOCTYNHI NnaThopmu.

8. PerynapHo nepesBipsiiTe cBOi ()OTO OHNAIH.
BukopucToByinTe noLwyk 306paxeHb y Google abo TinEye, wo6 nepeBipuTy, 4n Bawli ¢oTo
He BUKOPUCTOBYIOTbCA 6€3 JO03BOY.

9. 3axuwianTe CBOI MPUCTPOI.

YCTaHOBITb Naposib abo 6iOMETPUYHMI 3aXUCT AN Balmx TenedoHiB i Komn'toTepis.
BukopuctoByinTe aHTUBIPYC ANA BUABMEHHSA LWKIAIMBUX Nporpam, AKi MOXYTb OTpUMaTu
AOCTYN A0 BalMX 306paXKeHb.

10. YHukainTe nyoniunux Wi-Fi mepex.

AKLWOo NOTpibHO NepenatT GoTo Yepes IHTepHeT, BUkopuctoBynte VPN gna 3axucTy
Tpadiky.

Lle 3ano6irae nepexonsieHHIo BalUnX AaHUX CTOPOHHIMM 0cobaMu.

YacTi 3anuTaHHs (FAQ)

MuTaHHA: AK 3p03yMiTH, Y MOi HOTO BUKOPUCTOBYHOTbCA 6€3 A03BONY?
BianoBigb: BukopucToByiTe QyHKLiFO 3BOPOTHOIO NMOLLYKY 306paxkeHb y Google,
o6 3HanTK Konii Bawmnx ¢oTo B IHTEpHETI.
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30. AJICOPUTM PEATYBAHHA HA ®IWLUHI

QiWnHr — e MeToA LWaxpancTsea, KoM 310BMUCHUKN HaMaratoTbCa oTpuMaTu Balui
ocobucTi AaHi (maponi, 6aHKiBCbKY iHhopMaLito) Yepes Nigpo6neHi canTu, eNeKTPOHHI
NIMCTU abo NoBigoMeHHS. LLIBnaKe pearyBaHHsA JONOMOXE YHUKHYTU BTPaATU JAHUX YK
rpoLuen.

1. YHMKaTe nigo3pinux nocunaHb.

AKLWO oTpMManu NUCT YK MOBIAOMIIEHHS i3 3aMUTOM NepenTn 3a NOCUNTaHHAM:
MepeBipTe, UM BM OUikyBanu Le NoBiAOMIIEHHS.

HaBegiTb Kypcop Ha NocuiaHHs, Wwob nepesipmuth cnpaBXxHicTb URL.

He HaTuckanTe Ha NOCUNaHHA 3 HE3HAaNOMUX AXKepern.

2. MepeBipanTe agpecu BignpaBHUKIB.

OdiuinHi opraHisauii He BUKOPUCTOBYOTb 6€3KOLUTOBHI NOLITOBI JOMEHU
(Hanpuknag, @gmail.com).

LLlykainTe noMWUnku B agpeci BignpaBHuKa (Hanpuknag, @paypal.com
3amicTb @paypal.com).

3. Hikonu He HapaBaiTe KOHdiAeHLUiHY iHdopMaLito.
BaHkun, AepyXaBHi yCTaHOBM Ta BEUKI CEPBICK He 3anuTYOTb Mapoi Yn 6aHKIBCbKi AaHi
yepes NMMcTu abo NOoBIJOMMEHHS.

4. BUKOPUCTOBYWTE aHTUBIPYC i3 PyHKL i€ aHTUDILLUHTY.

AHTUMBIPYCHI NporpamMum MOXyTb BUABUTU QILLMHIOBI aTaku Ta NonepeanTu Bac npo
Hebe3nekxy.

YBIMKHITb QyHKLUiO 3axncTy 6pay3epa Bif, dilLmnHry.

5. He BigkpuBaiTe nNifao3pini BKNageHHs.

BknageHHs y BUrnaai apxisis, LOKYMEHTIB ab0 NporpamM MOXYyTb MiCTUTU BIpyCH YK
WKiANMBI Nnporpamu.

MepeBipanTe Gannm aHTUBIPYCOM Nepes BiAKPUTTAM.

6. MepeBipTe aBTEHTUYHICTb CauTy.

BBoAbTe CBOI laHi NuLLE Ha 3axULLEHUX caliTax i3 npoTokonom HTTPS (3aMok y
aZlpecHoMy psaaKy).

YHuKanTe BBeEeHHA AaHMX Ha canTax i3 Nigo3pinumM An3amHOM Y1 NOMUIIKAMU Y LOMEHI.

7. 3BepHiTbca Ao odiuiiiHoro pxepena.

AKLLO BaM HagXoAUTb NIUCT HIBUTO BifA 6aHKY YK cepBicy, 3anfiTb Ha OiLiMHUI cCanT
BpY4HYy, BBiBLIM URL y 6paysepi.

He BUKOpUCTOBYMTE NOCUNAHHA 3 IUCTA YM MOBIAOMIIEHHS.

8. 3p06iTb CKPUHLLOT ab60 36epeXxiTb NOBiJOM/IEHHS.

AKWo Nigo3proeTe DilNHF, 3p06iITb CKPUHLLIOT YN 36EPEXiTb NOBIAOMIEHHSA ANs
noAanbLloro po3cnifyBaHHs.

Lle ;onomMoxxe NOBIAOMUTM MPO WaxXpancTBO BigNOBIAHI OpraHu Yn Cnyxxoy NigTpUMKMN.

9. NMoBigomTe Npo ¢ilIMHroBy aTaKy.

YBiAiTb y CBill akayHT Ha cepBici (Hanpuknag, Gmail yn 6aHKiBCbKOMY cawTi) i 3HaWAiTb
onuito Ckapra Ha QilwuHr.

MNoBigoMTe po60TOAABLIIO UM KOMeram, AKLLO Lie CTOCYETbCA pob0oYOoro mcTa.

10. 3MiHiTb Naponi.
fAKLWo BM BMNAgKOBO BBEN CBOI AaHi Ha Nigo3pifioMy canTi, HeramHoO 3MiHiTb Naposib.
YBIMKHITb ABO(DAKTOPHY aBTeHTMdiKaLito As1s 3aXUCTY aKayHTa.



31. AJITOPUTM PEATYBAHHA HA BTPATY OCOBUCTUX AAHUX

BTpauyeHa um BUKpageHa ocobucTa iHpopmauisa Moxxe 6yTn BUKOpPUCTaHa
3/10BMUCHUKaMM A1 lWaxpancTea, BUKpaAeHHS 0COBUCTOCTi abo AOCTyny A0 BalUmMX
diHaHciB. LLIBMAKe pearyBaHHSA AONMOMOXE MiHIMi3yBaTU PU3UKW.

1. BusHauTe, siki paHi 6ynu BTpayeHi.

MepeBipTe, AKi came faHi 6ynun BUKpaaeHi abo ONpuntogHeHi:
Maponi.

BaHKiBCbKi pekBi3nTMW.

Oco6ucTi fokyMeHTH (MacnopT, iAeHTUdiKaLinHWUiA Ko Towo).

2. 3miHiTb naponi.

AKLO BUKpaAeHi naponi, HeramHo 3MiHITb X /151 BCiX aKayHTIB.
BukopuctoByinTe cknagHi U yHikanbHi naposi AN KOXHOro akayHra.
YBiIMKHITb ABOdaKkTOpHY aBTeHTUdiKauito (2FA).

3. MoBipoMTe cBilt 6aHK.

AKLWOo BUKpageHi GiHaHCOBI AaHi, HeranHo 3BEPHITLCS A0 BALLOro GaHKy.
3aMopo3bTe paxyHKM abo 3ab610KyNTe KapTKW, SKLLO Le NOTPiGHO.
NepeBipTe oCTaHHI TpaH3aKLii Ha HaABHICTb Ni403Pif0l aKTUBHOCTI.

4. MNepeBipTe aKTUBHICTb CBOIX 06/1iKOBMX 3anuciB..

YBiAiTb y BCi BaXX/IMBI akayHTU (€NeKTPOHHA NOLLTa, COLMEepeXi) Ta nepeBipTe icTopito
BXOAiB.

3aBepLiTb cecil Ha NPUCTPOSX, Ki BaM He HanexaTb.

5. BuKopucToByiTe cepBicu NepeBipKu BUTOKIB faHUX.
BukopucTtoBynTe cepsicu, Sk-oT Have | Been Pwned, wo6 gisHaTtucs, un Bawli gaHi
noTpanun y BUTIK.

6. 3BepHiTbCA A0 BiANOBIAHUX OpraHiB.

AKLO BTpayeHi JOKYMEHTH, 3BEPHITbCA A0 NOJiLil Y/ BiANOBIAHUX OpraHiB Ans
610KyBaHHS YN NEPEBUMYCKY.

Y pasi BUTOKY 6aHKIBCbKMX fl@aHUX NOBigoMTe Cny>6y 6e3neku Baloro 6aHky.

7. BigHOBITb AOCTYN A0 aKayHTiB.
BukopucToByMTE ONUit0 BigHOBIEHHA NApOniB Yepes eNnekKTPoHHY nowTy abo SMS.
MepekoHaiTecs, WO BCi pe3epBHi KOHTaKTK (HOMep TesfiedoHy UM iHLa NoLITa) aKTyanbHi.

8. Buganitb nifpo3pini nporpaMm 4 goaaTku.
MepeBipTe BaLli NPUCTPOI HA HAsABHICTb Nig03pinMx nporpam.
BukopuctoByinTe aHTUBIPYC ANA CKaHyBaHHSA MPUCTPOIB.

9. KoHTponioiTe cBOi (piHaHCH.
PerynsipHO nepeBipsiiTe BUNMUCKUN 3 GaHKIBCbKMUX PaxyHKiB.
YBIMKHITb CNOBILLEHHSA NPO BCi TpaH3aKLil, 06 LWBUAKO BUSABUTM NiJ03PiNy aKTUBHICTb.
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10. MoBigoMTe Npo iHUMAEHT.
AKLLO BUTIK CTaBCA Yepe3 KOMMaHito YM cepB.ic, MoBigOMTE iX NPO Npo6emy.
YTOYHITb, SIKi 3aX0Au BOHU BXMBAKOTb AJ1s1 MiHIMi3aUil HacniakiB.

YacTi 3anuTaHHs (FAQ)
MuTaHHsA: LLlo pobuTu, SKLLO BUKPanM Mii TenedoH i3 BaXXNMMBMMU aHUMK?

BianoBigb: BukopucToByiTe ByHKLitO "3HaNTN NpUCTpin” ansa 6110KyBaHHA UM BUAANIEHHA faHUX.
HeraiHo 3MiHiITb Naponi Ana BaXXJIMBUX akayHTiIB.




32. AITOPUTM BE3MNEYHOI0 BAKOPUCTAHHA EJIEKTPOHHOI NOLUTH

EnekTpoHHa nowiTa € Kto4YeM A0 6aratbox BallMx 06/1iKOBUX 3aMunCiB. 3N0OBMUCHUKM
MOXYTb BUKOPUCTOBYBATW il AN AOCTYNY A0 BalIMX OCOOUCTUX faHMX abo diHaHCOBOI
iHpopMmaLii. BUKOHyITE Li KpOoKW, 06 y6esneynTu CBi NOWTOBUI 061iKOBUIA 3anuc.

1. BUkopucToBYyUTE CKNafHUA Napornb.

Maponb Mae MiCTUTK LWOHaMeHLWwe 12 cMMBONIB, BKKOYatoun umdpu, Benuki Ta Mmani
niTepwn, a TakoX crnewianbHi CUMBOJIN.

He BMKOpMCTOBYWTE OAUH | TOM caMWin Naponb ANA Pi3HUX aKayHTIB.

2. YBiMKHIiTb ABO¢aKTOpHY aBTeHTUdiKauilo (2FA).
HanawTyinTe fogaTKoBMin piBeHb 3axMCTy Yepe3 SMS a6o aBTeHTUdIKaLINHMIA [04ATOK,
Hanpuknag, Google Authenticator.

3. He BigKkpuBaiTe nipo3pini nuctu.
YHUuKanTe BigKpUTTS NNCTIB i3 HE3HAaNOMUX ajpec.
He 3aBaHTaxynTe BKIaAEHHS YN HE nepexoabTe 3a NOCUIAaHHAMM Y TaKuUX ICTax.

4. BukopucrtosyuTte pinbTpm gns cnamy.

AkTMBYIMTE YHKLiO aBTOMaTUYHOro dinbTpyBaHHA cnaMy y HanawTyBaHHSAX BaLlol
NOLITOBOI NporpamMu.

PerynsipHo nepeBipsanTe nanky "CnamMm" Ha BUNagoK NOMUAKOBOT Knacu@ikauii BaxnBux
JINCTIB.

5. MepesBipsaiTe appecy BignpaBHUKa.
310BMUCHUKN MOXYTb iMiTyBaTK O0diLifHi agpecu. YBaXxKHO nepeBipsAnTe JOMeH
BignpaBHUKa (Hanpuknag, @gmail.com samicTb @gmial.com).

6. YHUKaNTe BUKOPUCTAHHSA 3aranbHogocTynHux mepex Wi-Fi.
fIKLwo BM NepeBipsieTe nowTy Yyepes ny6nivHy Wi-Fi mepexy, 060B'A3KOBO
Bukopuctosymnte VPN.

7. PerynsipHo OHOB/IOMTE Naposb.
3MiHIOMTE Naposb xo4a 6 pas Ha 6 MicsuiB.
AKLWO € Nigo3pa Ha BUTIK AaHUX, 3MiHITb MOro HeramHo.

8. BiacTeXXyiTe aKTUBHICTb Balloro 061ikoBoro 3anucy.

Y HanawTyBaHHAX NOLITOBOI CNYXX6U NepernsganTe CnMcoK NpUCTPOIB i MicLb, 3BiAKM
BUKOHYBaJIUCb BXOAMW.

3aBepLuynTe nigo3pini cecil.

9. BUKOpUCTOBYITE OKpPeMi akayHTU ANsl Pi3HUX Liinei.

3aBefiTb OKpeMy efleKTPOHHY aapecy AJisi poboTH, 0COBUCTUX CNpaB Ta peecTpauii Ha
cauTax.

Lle 3MeHLWNTb PU3NKM BUTOKY BaXKNIMBUX AaHUX.

10. AkTuByute HTTPS.

MNepekoHanTecs, WO nig Yyac 4OCTyny A0 NOLWTK Yy Be66pay3epi BUKOPUCTOBYETHLCSA
3axuweHun npotokon HTTPS.

Y HanawTyBaHHAX NOLWTK NepeBIpTe, YM YBIMKHEHO PYHKL 0 beaneyHe NiagKIHOYEHHS.
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YacTi 3anuTaHHs (FAQ)
MutaHHA: Ak gisHaTuCA, Yn MOS MoLuTa noTpanuna 'y BUTIK faHnx?

Bignosigb: BukopuctoByiTe cepBicu Ha KwtanT Have | Been Pwned gns nepesipku.




33. AJITOPUTM NEPEBIPKU NMOCUJIAHb MNEPEA NMEPEXOOM

Migo3pini nocnnaHHsa MoXyTb BECTM Ha ilLMHIOBI CanTK, 3aBaHTa)yBaTu LWKigamBe
nporpamMHe 3abesneyeHHs Y BUKpagaTu Bawi gaHi. [NepeBipka nepes nepexonom
[OMOMOXe YHUKHYTU LUX PUSKKIB.

1. HaBepiTb Kypcop Ha NOCUNaHHS.

Ha komn'toTepi: HaBefiTb Kypcop Ha nocunaHHs, Wwob nobauntn URL-agpecy B HMXKHIN
YyacTuHi 6paysepa.

Ha TenedoHi: yTpumynTe nocnnaHHs, Wob BiaobpasnTm Noro agpecy.

2. NepesipTe URL.

[NepekoHaunTecs, WO cauT BUKOPUCTOBYE 3axuLleHuin npotokon HTTPS
(306paXkeHHs1 3aMKa B aipeCHOMY psAKY).

YBa)kHO nepeBipTe AOMEH Ha HasiBHICTb NOMWU/IOK YN HE3BUYHUX CUMBOJIB
(Hanpuknag, paypal.com 3amicTb paypal.com).

3. 3BepHiTb yBary Ha CKOpo4eHi NOCUJIaHHS.

AKLLO NocuaHHs ckopodeHe (Hanpuknag, Yepes bit.ly), BukopuctoByitTe cepicu ans
po3wundpyBaHHs, Taki Ak CheckShortURL.

Lle nonomMoxxe 3po3yMmiTu, Kyau Befie NoCUNaHHS, He nepexoaayn 3a HAM.

4. MNepeBipTe NOCUNAHHA Yepe3 OHJTalNH-IHCTPYMEHTH.
BukopucToBymnTe cepicu ans nepesipku URL Ha 6e3neky:
VirusTotal.

Google Safe Browsing.

5. OUiHITb KOHTEKCT NOCU/IaHHA.
Yu ovikyBanu BM OTpMMATH Lie NOCUNaHHA?
Yu Burnagae TeKCT NOBIAOMIEHHS NTIOMYHUM i UM 36iraeTbCA 3 aapecoto BignpaBHMKA?

6. He HaTucKalTe Ha NOCUNAHHA 3 NiJO3PINNX NIUCTIB.

YHuKanTe nocunaHb y NoBiJOMIEHHSAX, AKIi BUMararoTb TepMiHOBUX i, Hanpukniag,
"Balu akayHT 6yae 3ab6/10KOBaHO".

MNepeBipanTe cnpaBXHICTb BignpaBHMKA.

7. YHMKaWTe 3aBaHTa)XKeHHs ¢ainiB i3 HeBifOMUX calTiB.
AKLLO NOCMNaHHSA Befe Ha 3aBaHTaXXeHHSA danny, nepekoHanTecs, Wo canT € odiLitHUM.
3aBaHTaXKynTe nporpamMu nuiie 3 nepeBipeHnx axxepen.

8. BUKopuCTOBYITE PO3LUMPEHHA ANA 6pay3sepa.

BcTaHOBITb po3LUMPEHHS, AIKi MepeBipAOTb MOCUNaHHA Ha 6e3neKy B peasbHOMY Yaci,
Hanpuknag:

McAfee WebAdvisor.

Avast Online Security.

9. He BBOAbTE OCOGUCTI faHi 6e3 nepeBipKu.

MNepekoHamnTecs, WO CalT, Ae BM BBOAUTE NOTiH YN NapOSib, € ODiliiHUM.

YHuMKanTe BXoAy Yepes NOCUaHHs 3 eNIeKTPOHHUX JIMCTIB — 3axoabTe Yyepes oiliiHum
caurT.

10. HaByauTecs po3ni3HaBaTH WaxpaucbKi canTu.

3BepTanTe yBary Ha An3anH canTty: odilinHi canTn MaroTb YiTKUI Ta aKkypaTHUI BUTNAL,
AKLWOo canT MicTUTb 6araTto opdorpadiyHnX MOMUAOK abo BUIMSLaE He3aBepLLEHUM, Lie
MOXKe 6yTW LaxpancTso.
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34. AK PO3MI3HATU LLUAXPANCBKI MOBEIJIbHI SMS?

LLlaxpai BMkopucToBYtOTb SMS ANs KpaAiXKKK faHux, rpolert abo BCTaHOBMEHHS
Wwkignmeoro N3 Ha BaL NPUCTPIA. 3HAHHS O3HaK LWaxpancbKnx NoBigOMIIEHb AOMOMOXKE
YHUKHYTU Hebeaneku.

1. 3BepTanTe yBary Ha TeKCT NOBifOM/EHHS.

Migo3pinnin TeKCT 3a3BmMYam MiCTUTb:

NMNomMmwunku B cnosax i rpaMaTuLi.

HecnopgisaHi nponosuuii (BUrpaLw, 3HWKKW, KpeanuTu).

TepMiHOBI NpoxaHHSA, Hanpuknag: "Baw akayHT 6yae 3a6710K0OBaHO".

2. MNMepeBipTe HOMep BianpaBHMUKa.

SMS Bif odiuiiHMX opraHisaui 3a3Buyan NpuUxoasTb 3 ifeHTudikaTopamu (Hanpuknag,
"BaHK" 3aMicTb HOMepa).

Migo3pini NOBIAOMAEHHS MOXYTb HAAXOANTU 3 HE3HANOMMX ab0 KOPOTKMX HOMEPIB.

3. YHuKanTe nepexoay 3a NoCUIaHHAMMU.

LllaxpancbKi nocunaHHA 3a3BuYyan:

BurnsgatoTb AMBHO abo MatoTb HeNpaBubHUIN AoMeH (Hanpuknag, bank-login-secure.
com 3amicTb bank.com).

CKepoBYKOTb Ha CTOPIHKMK, AKi iMITYOTb 0diLinHI canTw.

4. He 3aBaHTa)xyuTe ¢aiinu 3 SMS.
Hikonu He BigKpMBanTe BKNAAEHHS YN He 3aBaHTaXKynTe pannm 3 HeBigoMux SMS. BoHu
MOXYTb MIiCTUTK WKignuee M3.

5. lymaiiTe, U4 BM OYiKyBasu Lie NOBiJOMIEHHS.
Akwo SMS cTocyeTbcs BUrpaLly, 4OCTaBKU YU iHLIOT NOAil, AKOT BU He O4ikyBanu, Lie MoXe
OyTM LLaxXpancTBOM.

Migkaska!
OdiuinHi opranisauii Hikonu He npocaTb HagicnaTu PIN-kog, naponi un iHwWi KOH@igeHUiNHI faHi
yepes SMS.

6. MepesBipTe iHpopmMauito y odiuiiHux prxepenax.

AKLL0 NOBIAOMEHHSA HIGUTO Bif 6aHKY Y1 KOMMaHil, 3aiAiTb Ha iXHi oiliiHMIA canuT abo
3aTtenedoHywTe J0 CryXX6M MNigTPUMKMN.

He BUKOPUCTOBYNTE HOMEPU UM MOCUNAHHSA 3 MOBIAOMNEHHS.

7. BUKOpPUCTOBYiITe aHTUBIPYC AN MOBinbHOro.
AHTUMBIpYycH, sik-oT Kaspersky Mobile Security um Avast Mobile, MoXxyTb 6510kyBaTH
LWKiaMBi nocnnaHHA abo SMS.

8. He BignoeBipganTe Ha nipo3pini SMS.

Bignosigb Ha Taki NOBIJOMIEHHA MOXe NIATBEPAUTHU LLIAxpasaMm, LLLO BaLl HOMep
aKTUBHUN.

Lle MOXKe cnpUYMHUTK Nojasiblle crnaMmyBaHHS YuM LaxpancTBo.

9. bnokyuTe nipo3pini Homepu.
Y HanawTyBaHHAX TenedoHy goaanTe HOMep A0 CAUCKY 3ab6IOKOBaHMX KOHTAKTIB.
BukopucTtoBynTe B6ygoBaHi GyHKLUiT TenedoHy ans dinbtpadii cnamy.

10. NMoeBigomTe npo waxparncbke SMS.

3BEpHITbLCS 4,0 CBOro onepatopa 3B'A3Ky abo Cny>)K6u NiATPUMKM opraHisadii, Bif iMeHi
SIKOI HAZINLWNO MOBIAOMJIEHHS.

MNMoBigomMTe Npo cnpoby LwaxpancTea A0 BigNOBIAHNX OPraHiB, AKLLO L& MOXX/IMBO.



35. AK YHUKATU ATAK YEPE3 MNOBIAOMJIEHHA B MECEH)XXEPAX?

MeceHz)Kepu € NONYNAPHUM IHCTPYMEHTOM AS1S CNiNIKyBaHHA, afie BOHU TaKoX
BMKOPUCTOBYHOTbCA 3/TOBMUCHUKaMM A5 lWaxpanucTBa, BUKPaLEHHA AaHUX YN
3apa)KeHHA NPUCTPOIB WKigNNBUM [13. 3HaHHSA MPO 3aXUCT AOMOMOXeE YHUKHYTU PUBKKIB.

1. He BigKpuBanTe nigo3pini nocunaHHs.

MepeBipsanTe URL-agpecy nepea nepexogom.

HaBiTb AKL0 NnocunaHHA HagicnaHe 3HanoMuM, byabTe YBaXKHI — IXHI akayHT MOXe 6yTu
3namaHo.

2. YHMKauTe 3aBaHTa)XKeHHs (panniB i3 HeBigoOMMUX pyxepen.
He BiakpuBanTe BKNageHHA 3 Nigo3piinx NoBiAOMEHD.
BukopucToByinTe aHTUBIpPYC A1a nepeBipku dannis nepep ixHiM BigKpUTTAM.

3. He pinitbca KoH}igeHLiMHUMN AaHUMM.
He HapgcunanTe yepes MeceHgykepu naposi, 6aHKiBCbKi AaHi UM Konii AOKYMEHTIB.
BukopucToByinTe cnewianisoBaHi 3axuieHi nnathopmMmmn ans 06MiHy BaXK IMBUMU faHUMMU.

4. YBIMKHIiTb aBo¢aKTOpHY aBTeHTU(iKaLiito.
BinbwicTb MeceHKepiB NiaATPMMYIOTb 2FA ANA 0AaTKOBOro 3axXucTy.
Lle AONOMOXe 3aXMCTUTU BaLl aKkayHT HaBiTb y pasi BUTOKY napons.

5. 3abnokyiTe Nifgo3pinnx KOpucTyBauis.
AKLL0 OTPUMYETE CMaM YM AMBHI NOBIAOMIIEHHS, 6IOKYITE TaKMUX BignpaBHUKIB.
BukopuctoByinTe pyHKUito "Ckapra” gns noBigOMAEHHS NMPO 3/I0BMUCHUKIB.

6. BUKOpuCTOBY#ITE CEKpPETHI YaTu.
Y MmeceHpkepax, Ak-0T Telegram uum Signal, cekpeTHi yaTn 3a6e3neyvyroTb JOAATKOBUM
piBeHb WNhpPYyBaHHA Ta CAMO3HULLEHHSA NOBIAOMIEHD.

7. MNepeBipanTe aKTUBHI cecil.
Y HanawTyBaHHAX MeceH)Kepa rnepernaganTe BCi NPUCTPOI, e YBINLWIIN B aKayHT.
3aBepLuyinTe cecii Ha NPUCTPOAX, AKi BaM BiNblue He MNOTPIGHI.

8. He BcTaHOBNIOUTE CTOPOHHI A0AATKM 3 NOBIJOM/IEHD.
AKLL0 BaM NPOMNOHYOTb 3aBaHTAaXXUTW A0AATOK, NepeKoHanTecs, Wwo Le odilinHni

pecypc.
BukopucTtoBynTe nuwie marasnHu Google Play un App Store ons BCTaHOBEHHSA NpOrpam.

9. YBiMKHiTb PyHKLIiT 6110KyBaHHA cnamy.
Barato MeceHaXepiB MalOTb aBTOMATUYHUIA 3aXUCT Bif cCnamy, AKMIN MOXHa
HanawTyBaTV B NnapamMeTpax KOHQIAEeHUiNHOCTI.

10. PerynsipHO OHOBJIIOUTE MECEeHAKep.
MepekoHamnTecs, WO AOAATOK 3aBXAN OHOBNEHUI A0 OCTaHHbOI BEPCIl, aAXXe OHOBMIEHHS
3aKpuBaroTb BpPas3/IMBOCTI.

YacTi 3anuTaHHs (FAQ)

MutaHHA: K gisHaTuUCA, UM Mid akayHT y MeceHpKepi 3/1lamaHo?

BianoBigb: AKLLO BM 6aunTe HEBIAOMI MOBIAOMIEHHS Y BalMX YyaTax abo HOBi akTUBHI cecii, BaLl
aKayHT MOXe 6yTu 31aMaHo.

MuTaHHA: Lo pobuTK, SKLWO OTpUMaB Nifo3pine noBifgoMNEHHS?
Bignoeigb: He BiakpMBaliTe BKNageHHNA Ta He NepexoAbTe 3a NOCUNaHHAM. 3abnokynTe
BignpaBHMKa 1 NOBIAOMTE NPO Lie aagMiHICTpaLito MeceHyKepa.
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36. AJITOPUTM NEPEBIPKU NIA03PINNX ®AUIB NEPEA BIAKPUTTAM

MNigo3pini dannm MoXyTb MICTUTHK BipycK, TpOsiHM abo wnuryHcbke M3. MNepeBipka nepep,
BiAKPUTTAM JOMOMOXE YHUKHYTU 3apa)KeHHs1 BaLlOro npuUCcTporo Ta BUKPaZAEHHS AaHUX.

1. 3BepHiTb yBary Ha g)xepeno gainy.

He BigkpuBanTe pannu, oTpuMaHi Big HE3HaNOMUX NtoLeN abo HEBILOMMX AXKepen.
Akwo dann oTpuMaHui Yepes email Yn MmeceHgyKep, NepekoHanTeCs, WO BiANPaBHUK €
HaginHUM.

2. MNepeBipTe po3wWwMpeHHs daitny.

LWKignuei painnm 4yacTo MackyroTbes Mig AOKYMEHTU YM 306parkeHHs.
3BepHiTb yBary Ha NnoABiliHi po3LlmnpeHHs (Hanpuknag, invoice.pdf.exe).
Bigomi po3wmnpeHHs: .exe, .bat, .scr — yacTo BUKOPUCTOBYIOTLCA ANS BipyCiB.

3. BukopucToByiiTe aHTUBIPYC ANA CKaHYBaHHS.

MNepepq BigkpnTTAM dalny nepesipTe KOro 3a OMNOMOIo BCTAaHOBMEHOMO aHTUBIpYyca.
YBIMKHITb OMUi0 3aXUCT Y peanbHOMY Yaci, LWob BUABUTM 3arpo3u nig 4ac
3aBaHTaXKeHHS.

4. 3aBaHTaxTe ¢aiin y "nicouHuuio”.

BukopucToByinTE IHCTPYMEHTU A8 3anycKy Nigo3pinux dannie y BipTyanbHOMY
cepepnoBuuii (Hanpuknag, Sandboxie).

Lle posBonsie nepeipnTtn dann 6e3 pusunky anas OCHOBHOI CUCTEMM.

5. CKopuctanTecs oOHNaiH-CKaHepoM.
3aBaHTaXTe ann y 6e3KOLITOBHNI OHNalH-cepBic Ans nepesipku: VirusTotal, Hybrid
Analysis, MetaDefender.

6. MepesipTe undposuin nignmc.

[na nporpam i AOKYMEHTIB nepesipTe uMppoBuMi NignNuc, Wwob nepekoHaTmcs, Wwo dann
He 6YyN10 3MiHEeHO.

Y pasi BigcyTHOCTI nignucy — 6yabTe 06epeXXxHUMMU.

7. YHUKaTe aBTOMaTUYHOrO BigKpUTTA dainis.
HanawTyinTe CBi NOWTOBUI KNIEHT YK 6paysep, Wwob dannm He BigkpuBanucs
aBTOMATUYHO NiC/A 3aBaHTaXXeHHS.

8. MNepesipTe daitnum apxisi..
Akwo dann HagicnaHo B apxiBi, po3nakynTe MOro 3a 4ONOMOIOK HaAiMHOro apxiBaTopa.
MNepekoHamnTecs, WO B apXiBi HEMae NpuxoBaHMX Gannis i3 Nif03PiIMMUK PO3LUNPEHHAMM.

9. BukopucTtoByiTe nonepeaHin nepernsag.

AKWo dann € LOKYMEHTOM YK 306paXKeHHSIM, CPOByMTe NonepeaHiv nepernag, Wwoob
nepeKoHaTUCH, Lo BiH He MICTUTb HIYOro nigospinoro.

He 3aBaHTa)ynTe Ta He BiakpuBanTe dannu, aKi BUMaratoTb BCTaHOBJIEHHSA
popatkosoro 3.

10. Buganitb ¢aiin, AKwW,0 CyMHiBaeTecs.

AKwo dann HeodikyBaHMM abo BUKIIMKAE Mif03py — Kpale Noro BUAANUTH, Woob
YHUKHYTU PU3BKKIB.

OYnCTITb KOLLIKK Nicna BUAANEHHS.

YacTi 3anuTaHHs (FAQ)
MuTaHHA: AK gisHaTucs, Yn Gann MiCTUTb NoABINHE PO3LUNPEHHA?
BianoBiab: YBIMKHITb BifJo6paXkeHHS po3LUMpPEeHb Y HanalTyBaHHAX HannoBoro MeHeaxepa.



37. NAM'ATKA: IK BUABUTU LUAXPAUCbKI OFOJIOLUEHHA B IHTEPHETI?

LLlaxpancbKi OroNoLweHHss 4YacTo BUKOPUCTOBYOTb A1 BUKPAAEHHS faHuX, PiHaHCOBOro
LaxpancTBa abo po3noBCHOAKEHHS WKignuseoro M3.

1. MepeBipanuTe LiHy.
AKLWO LiHa HAATO HM3bKa abo BUINALAE HEPEeasICTUYHOLO, Lie MOXe 6YTH LuaxpanCTBOM.
MopiBHANTE NPOMO3UMLit0 3 PUHKOBMMM LjiHAMM Ha aHasoriyHi ToBapu Yu NOCNyru.

2. OuiHiTb iHdpopMaLito Npo npoaaBus.
MNepeBipTe Bigrykn npo npogasLsi abo KOMMaHito Ha CTOPOHHIX pecypcax.
BigcyTHICTb KOHTAKTHOT iHopMaLii abo po3MUTI AaHi — Le Nigo3pinnin 3Hak.

3. 3BepTaiTe yBary Ha TEKCT OroJIOLLEHHS.

LLlaxpancbKi OronoweHHs 4acto MatoTb opdorpadiyHi TOMUIKK YM Nepeknag, i3 iHwoi
MOBM.

TekcT MoXKe 6yTK HaATO 3arafibHMM abo MICTUTK cynepeynmBy iHpopmalito.

4. YHMKauUTe NocniluHUX pilleHb.

AKLWOo NpoaaBeLb HaNosirae Ha TEPMIHOBIM onnaTi Yn WBUAKOMY MPURHATTI PilLEHHS, Le
MOXKe 6yT CNOoCO60M TUCKY.

3aBXau NepeBipsnTe YMOBU nepeg, NoKynKok.

5. AHanisyiTe 306pa)keHHs.

BukopucToByinTe 3BOPOTHMI NOLLYK 306paXkeHb Yepes Google abo TinEye, 1,06
AisHaTucs, um ue ¢oTto He 6yno ckonioBaHe 3 iHLWNX CalnTiB.

LLlaxpai 4acTo BUKOPUCTOBYIOTb 306paX€HHSA 3 6€3KOLLITOBHUX HOTOCTOKIB.

6. MepesipaiTe cnocié onnarm.

YHuKanTe NpaMmnx nepekasiB Ha 6aHKIBCbKi KApTKM YM €NeKTPOHHI ramaHLi.
BukopucToByiiTe nnatdhopmu 3 dyHKLieto 3axucTy nnaTexis (Hanpuknag, PayPal, OLX
Delivery).

7. bypbTe yBaXKHi 3 aKLisMK Ta nogapyHKaMMm.

AKLLO OroNoLeHHA 06iLae HEMMOBIPHI 3HMXXKKN Y/ 6E3KOLUTOBHI TOBapH, Lie MoXe 6yTu
NacTKOH.

MNepeBipsiTe yMOBM aKLUin Ha 0QiLiMHOMY CalTi KOMNaHi.

8. OcTepirainTecs 3anMTy Ha OCOBMCTi AaHi.

LLlaxpai MOXyTb MPOCMTK BKasaTu 3aiBy iHhopMaLito (MacnopTHi AaHi, HOMepu KapTokK
TOLLO).

Hikonn He nepepaBanTe KOHdIAEHLIVHI faHi Yepes IHTepHeT.

9. YHUKaTe orosiowweHb i3 He3axuLLeHUMU canTamu.
MepeBipsinTe, un canT BuKopuctoBye HTTPS (3Ha4oK 3aMKa B afjpeCHOMY psiAKYy).
SKLWO canT BUrNsgae 3actapiniuMm abo Mae 6arato NOMUIIOK, Kpallie MOro yHuKaTu.

10. MNMoBigomnsaKTe NPO WaXpPancTBo.

AKLW,O0 BN BUABUAM MiJ03Pine OrosoweHHs, NoBiAOMTE Mpo HbOro agMiHicTpauito
nnathopmu.

3BepHITbCSA A0 BiANOBIAHUX OpraHiB, AKLWO BN CTasIN XXEePTBOK LWaxpancTaea.

YacTi 3anuTaHHs (FAQ)

MuTaHHA: AK BU3HAYMTK, LLO 306PaXKEHHS B OroJIOLLEHHI nigpo6neHe?

BianoBigb: BUKOpUCTOBYITE 3BOPOTHUIA MOLLIYK 306paXkeHb, W06 AisHaTucs, um ue hboto
BMKOPUCTOBYBAJIOCS B iHLLIMX OrOSTIOLLIEHHSIX.
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38. NAM'ATKA: AK YHUKATU ATAK YEPE3 QR-KOAU

QR-koaM 3pyyHi, ane 3T0BMUCHUKM BUKOPUCTOBYHOTb X ANS QiLULMHIOBMX aTak,
nepeHanpasfieHHS Ha WKiAAMBI canTu YM 3apa)KeHHs NPUCTPOIB BipycaMu. YHUKHEHHS
LMX PU3KNKIB BUMArae yBaXxHOCTi.

1. 3aBXXau nepesipsanTe gxepeno QR-koay.

BukopucTtoByiiTe nuwwe QR-koam Bif AoBipeHux mxepen (Hanpuknag, odilinHux
KOMMaHii1, opraHisadiin).

He ckaHyinTe KOAM 3 Nigo3pinux po3gaTkoBMx MaTtepianis Y nnakarTis.

2. MNMepernsiHbTe NOCUNAHHSA NMepey Nepexoaom.
Micna ckaHyBaHHsA nepesipTe URL-agpecy, nepLu HixX BigKpuBaTH Ii.
YHUKaWTe nocunaHb i3 He3BUYHUMM abo CKOpoYeHUMM agpecamu (Hanpuknag, bit.ly).

3. BukopucTtoByitTe 6e3mneyHi nporpamm asisi CKaHyBaHHS.
BukopuctoByinTe foaaTku, AKi NoKasyroTb MOCUNAHHA rnepes Noro BiAKpUTTAM
(Hanpuknapg, Kaspersky QR Scanner a6o Norton QR Scanner).

4. Yuukante QR-kopgiB y ny6niyHux micusax.

LLlaxpai MOXyTb po3MillyBaTH NiApo6eHi KoM NoBepx opuriHanbHuUX (Hanpuknag, Ha
nnakaTax 4v 6aHKoMaTax).

MNepekoHalnTeCs, WO KO He Ma€e 03HaK NiAPOOKN UM MOLLKOAXKEHD.

5. He BBOAbTE 0CcO6UCTi faHi yepe3 nocunaHHa 3 QR-Kopy.
YHuKanTe BBeAeHHA naponis, PIN-kogiB abo 6aHKIBCbKUX PEKBI3UTIB Ha canTax,
BigKpuTUX Yyepes QR-kog.

Migkaska!
Akwo QR-kop 06iLusie MATTEBI BUrpaLli YM GOHYCKM — Lie Malke 3aBXXAW LiaXpancTeo.

6. YHuKauTe 3aBaHTa)keHHs (panniB yepes QR-koam.

LLlaxpai MOXYyTb BUKOPUCTOBYBATU KOAM ANS1 3aBaHTaXXEHHS LIKIiASIMBMX Nporpam Ha BaLl
NPUCTPIN.

3aBaHTaXyiTe nporpamu nuwe 3 odiliiHux MarasuHis (Google Play, App Store).

7. 3BepTanTe yBary Ha KOHTEKCT.

Akwo QR-koa 3'ABMBCA Y HecrofiBaHoMy Micui (Hanpukiag, Hakneka Ha 6aHKoMaTi),
YHUKanTe NOro CKaHyBaHHSA.

3aBXau nepeBipaANTe, UM KOZA Bignosigae gykepeny, ske horo po3miCTusio.

8. BukopucToByiite VPN y ny6niuHux mepexax.

fkwo ckaHyeTe QR-kop y ny6niyHomy Wi-Fi, Bukopuctosyinte VPN ans wndpysaHHsA
AaHnX.

Lle 3axnctuTb BaLli 0COBUCTI AaHi HaBiTb Y pasi Nigo3piNoro NocunaHHs.

9. MepesBipsanTe uudposun cepTudikar caunTy.
Akwo QR-koa Befe Ha caiT, nepekoHalTecs, Wo BiH BUkKopuctoBye HTTPS (3Hauok
3aMKa B aipeCHOMYy pAAaKY).
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10. MoBigomnanTe npo nigo3pini QR-koau.
AKLOo BM noMiTMAM Nigo3pinui QR-koa y ny6niyHOMY Micui, NoBigoMTe aaMiHICTpaLito
3aknagy uu BignoBifgHIi opraHu.

YacTi 3anutaHHsa (FAQ)
MutaHHA: Y MoXkHa BUKopuctoByBaTu QR-koam y peknami?

Bianosiab: Tak, ane 3aBXau nepesipsanTe, Yn peknamogaBeLb € HaginHUM.




39. LWUBUOKUU T4 13 BUOANEHHA CTAPUX OBJIIKOBUX 3AMUCIB

Ctapi 061iKOBI 3an1cu, HaBiTb AKLLO BU X HE BUKOPUCTOBYETE, MOXYTb CTaTW MiLLEHHIO
AN 3/JTOBMUCHUKIB. BuaneHHA HEBMKOPUCTOBYBAHNX aKayHTIB 3HUXKYE PU3UK
BUKPaZEHHA AaHUX i 3abe3neyye Bally KOHQiAEHLiINHICTb.

1. 3HanAiTb yci Bawi 06nikoBi 3anucu.

LLlykarnTe 06NiKOBi 3anncK B CBOIN €IeKTPOHHIM NOLWTIi: NepeBipTe cTapi MCTU 3
nigTBepaXXeHHAM peecTpallil.

BukopucTtoBynTe cepsicu Ha KwTanT JustDelete.Me ans nowyky akayHTiB, IKi MOXYTb
6yT1 NOB'sI3aHi 3 BaLLOK €/IEKTPOHHOIO MOLUTOH.

2. MNepeBipTe aKTUBHICTb 06/1iIKOBOro 3anucy.
YBiNAiTb y cTapuin 061iKOBUI 3anuc i NepeBipTe, Y/ BiH aKTUBHUMA.
Buaanitb KOHOIAEHUiNHI faHi, AKLLO BOHM 36epiratoTbes y npodisi.

3. 3HanaiTb onuito BUAANEHHA aKayHTa.

YBINAiTb Yy HanawTyBaHHs akayHTa. 3a3Buyan onuia BuaaneHHs 3HaxoguTbCs B pO34ii
KoHoigeHuinHicTb ab6o O6bnikoBuit 3anuc.

AKLLO onuis BUAANEHHA He AOCTYMHA, 3BEPHITLCA A0 CAYX6U NiATPUMKN.

4. MNipTBepabTe BUAANEHHS.

Micna nogayi 3anuMTy cMCTEMa MOXKe HaZicnaTu Ha Bally NOLITY KOA, NiATBEPAXKEHHA abo
IHCTPYKL,T.

[ oTpuMynTeCh KpOKIiB, 06 3aBEpPLUNTU NpOLIeC.

5. Bupanitb 36epe)xeHi naponi.

MepeBipTe, UM 36epexxeHnin Naposb Bif LbOro akayHTy B 6pay3epi abo MeHeaKepi
napornis.

BuaaniTtb 1oro, Wwo6 YHUKHYTM BUNaAKOBOIrO BUKOPUCTaHHS.

6. OuncTiTb NOB'A3aHI AOAATKU Ta NPUCTPOI.

BigkntouiTb akayHT Biff CTOPOHHIX foAaTKiB, AKi MOXYTb BUKOPUCTOBYBATU BaLli AaHi.
MepeBipTe, UM He NiAKNHOYEHO NPUCTPOI A0 LbOro akayHTa (Hanpuknag, TenedoHun Yn
naaHweTw).

7. Buaanitb akayHTH y coLMepelxax.

Y coumepexax, Takmx ik Facebook uum Instagram, npouec BuganeHHs moxe 3anHaTu 30
JHiB.

MNepekoHamnTecs, WO BU 3aBEPLUUN YCi KPOKK ANA AeaKTuBaLil abo BUAANEHHS.

8. Bupanitb akayHTH Ha Toprosux nnatgopmax.
YBiNAiTb B akayHTN Ha canTax, AK-otT Amazon, eBay un OLX.
3iTpiTb 36epeXkeHi NnaTiXHi gaHi Ta BUAaNiTb akayHT.

9. BuUKopuCTOBY#ITE iIHCTPYMEHTU A1 aBTOMATU3aLLl.
Hesiki cepicy, ak-0oT AccountKiller, gonomaratoTb aBTOMaTM3yBaTK NPOLEC BUAANEHHSA
aKayHTiB.
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10. MNMepeBipTe pe3ynbrart.
MNicnsa 3aBepLUeHHA Npouecy BuAaneHHs cnpobynTe yBIATU B aKayHT.
AKWo focTyn 3abnokoBaHo, 06/71iKOBUI 3anuc yCnillHO BUAANEHO.

YacTi 3anuTaHHs (FAQ)

MuTaHHsA: Lo pobunTun, SKLLO0 1 3abyB Naposib A0 CTAaporo akayHTy?

Bianosigb: BukopucToByiTe QYHKLIO BiAHOBEHHS NApOna Yepes eNleKTPOHHY NoLTy abo cnyxo6y
NigTPUMKMU.
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40. PEKOMEHALLIT W00 KIBEPTIFIEHWU ONA JITEN

[iTn BCe 6inblue yacy NpoBOAATb B IHTEPHETI, O CTBOPHOE PU3MKM 3ITKHEHHSA 3
Heba)kaHMM KOHTEHTOM, LLaxpanCTBOM abo KibepaTakamMu. [NpaBubHi 3BUYKU
LLOMOMOXYTb 3aXUCTUTK IX Y LM(POBOMY CBITi.

1. HaBuiTb giTen cTBoploBaTH HaAiliHi naponi.

MosICHITB, WO Naposib Mae 6yTn AOBIMMM i cknagHUM (MiHiMym 12 cumBonis).

Hexaln He BUKOPUCTOBYIOTb CBOI iIMEHA, flaTV HAapPOAYKEHHS UM iHLUY N1erko BragyBaHy
iHpopmaLito.

2. KoHTponouTe ixHi gii B IHTepHeri.
BukopucToBynTe 6aTbKiBCbKWIA KOHTPOJb Ha MPUCTPOSX i B bpay3epax.
BcTaHOBITb 06MEXEHHS Yacy Ha BUKOPUCTaHHSA [HTepHeTy.

3. BuiTb giTelt 6yTn 06epexxHuMmU 3 ocobucTolo iHgpopmauieto.

MOSACHITD, WO HE MOXXHa AiNNTUCS CBOIM afpecoto, TenedOoHOM UM LWKITbHUMWU AaHUMU 3
He3HaNoOMLUSAMMU.

Po3kaxiTb, AK He6e3Mne4yHo ny6ikyBaTn GOTO 3 0COBUCTUMU AeTansiMM.

4. MNepeBipanTe, AKi NporpaMu BOHU BCTaHOB/IOKOTb.

[lo3BonsATe 3aBaHTaXKeHHA foAaTKiB nuwe 3 odiuiiHux marasuHis (Google Play, App
Store).

Pa3oM nepeBipanTe f03BOAN, AKi BUMaAratoTb NporpamMu.

5. HaBuiTb po3nisHaBaTu (pelKOBi NOBIAOMNEHHS Ta CalnTu.

MoSACHITb, AK BUrNAZA0Th NiA03PiNi NOCMNaHHS, WaxpancbKi Nnponosunuii Y QilunHrosi
canTu.

BukopucToBynTe npuknaam, Wwob nokasaTtu, AK YHUKHYTU TaKMX NacToK.

Migkaska!
3aBxan 06roBoprorTe 3 AUTUHOR Ti AOCBIA B IHTEpHeTI. Lle fJonomMoxke LWBMAKO pearyBaTu Ha
MOXJINBI Npo6eMu.

6. YCTaHOBITb aHTUBIPYC Ha NPUCTPOT AUTUHMN.
BrKopucTOBYITE aHTUBIPYCHE NporpaMHe 3abesneyvyeHHs 3 QyHKLIAMN 3aXUCTY AiTeN, AK-
ot Norton Family a6o Kaspersky Safe Kids.

7. BuiTb yHUKaTh Heb6a)KaHUX KOHTaKTIB.

MoACHITD, WO He MOXXHa AoAaBaTu A0 APY3iB Y couMepexax Yn MeceHzpkepax
He3HanoMux Nraen.

Po3KaxiTb Npo He6e3neKy cnifikyBaHHA 3 HE3HANOMLSIMU OHNaNH.

8. Po3noBipaiiTe Npo BaX/IMBIiCTb OHOBJIEHb.
HaBuiTb AiTen perynsapHo OHOBAIOBATU A0AATKM Ta MPUCTPOI, W06 YHUKHYTK
BUKOPUCTaHHSA BPasfIMBOCTEMN.

9. BcTaHOBITb YiTKi NpaBuia KOpUCTYBaHHA IHTEpHETOM.
Pa3oM BU3HauTe, AKi canTu MOXKHa BiaBigyBaTu, a AKi — Hi.
CTBOpITb CNMCOK A03BONEHNX NNATHOPM A1 HABYAHHS, irop Ta CNifIKyBaHHS.

10. 3aoxouynTe roBOPUTU NPO HE3BUYHI CUTYaLil.

MOSACHITDb, W0 BaXXIMBO OApa3y PO3MNoBiCTM AOPOCNM, AKLLO LOCH iX Hansikano abo
3ganocs nigo3piniuM B IHTepHeT.

3aBXxau NigTpuMynTe BiAKPUTUIA gianor i3 AUTUHOLO.



41. PEKOMEHAALLIT AN NITHIX JTIIOAEN: IK YHUKATU KIBEP3ATPO3

JTiTHI ntogm cTatoTb Linto Kibep3noymnHLiB Yepes HefOCTaTHIO 06i3HaHICTb y LMdpPOBKX
TEXHOOrisIX. BUKOHAHHA NPOCTUX peKOMEeHAaLi AONOMOXe 3aXMCTUTK cebe Bif
LaxpancTea Ta BTpaTn gaHux.

1. BUkopucToByTe CKnagHi naponi.
CTBOpIOMTE YHiKaNbHi Naponi Ansi KOXXHOro 06/1iKoBOro 3anucy.
BukopucToBynTe KOM6iHaUiT undp, Nitep Ta cMMBONIB

2. YHuKanTe nifao3pinux nocunaHb.
He nepexoabTe 3a NOCUNAHHAMMW B IUCTaX YM NOBIJOMIIEHHSAX Bifi HE3HANOMU,B.
HaBiTb SKLWO0 NUCT BUrnagae odilifHo, nepesipanTe MOro CNpaBXHiCTb.

3. He nepepaBaitte ocobucty iHdpopmadito.

Hikomy He nosigomnanTte PIN-koau, naponi Yn HoMepu 6aHKIBCbKUX KapT.
CnpaB)xHi opraHisauii HiKoM He 3anNUTYIOTb Ui AaHi Yepes TenedoH YM eNeKTPOHHY
noLuTy.

4. YcTaHOBITb aHTUBIpYyC.

BukopucToBynTEe aHTUBIPYCHE NpOrpaMHe 3abe3neyYeHHs AN 3aXUCTy NPUCTPOIB Bif
BipyCiB i LUKIANNBUX Nporpam.

lNepekoHaunTecs, WO aHTUBIPYC peryisipHO OHOB/OETbLCA.

5. BukopucTtoByuTe nunwle nepeBipeHi pyxepena.
3aBaHTaXxynte nporpamu Ta danam Tinbku 3 oPiLintHUX cCanTiB.
YHuMKanTe nporpam, ki NPONOHYOTb 6E3KOLITOBHI 60HYCU UM LIBKUAKE 36aravyeHHs.

6. 3axuCTiTb CBOIO €N1EeKTPOHHY MOLUTY.
YBiIMKHITb ABO(MAKTOPHY aBTeHTUiKaLito.
He BiakpuBanTe BKNageHHsA B INCTaxX BiJ HE3HAaNOMUX OO EN.

7. byabTe 06epeXXHUMM 3 coLlialbHUMU MepeXXaMu.
He popaBanTe Jo Apy3iB HE3HANOMUX NIOLEN.
He ny6nikyiiTe ocobucTy iHbopMalito (aapecy, TenedoH, feTani NogopoXKeit).

8. YHukauTte nyéniuHnx Wi-Fi.
He BBOAbLTE Naposi Yn 6aHKIBCbKI AaHi B Ny6NiYHUX MepexKax.
BukopucTtoBynte VPN ans 3axucTy gaHux, AKLWO Le HeobXxigHo.

9. PerynsipHo OHOBMIONTE NPUCTPOI.

OHOBEHHA NPOrpaMHOro 3abeaneyvyeHHs MiCTATb BUNPaBeHHA Bpas3fnBOCTEN, AKi
MOXYTb BUKOPUCTOBYBATWN 3/TOBMUCHUKMU.

YBIMKHIiTb aBTOMaTUYHE OHOBJIEHHS, AKLLO Lie MOX/MBO.

10. 3BepTaiTecs [0 NepeBipeHUx ocié 3a JONOMOrolo.

AKLLLO BM He BMEBHEHI Y CNpaBXHOCTI INCTa, NOBILOMEHHS UM A3BiHKA, 3BEPHITLCA A0
3HaMoMmx abo TeXHIYHOT NiATPUMKMN.

YHuKanTe nocniwHUX pilleHb, AKi BUMararoTb TEPMiHOBUX AiN.

YacTi 3anuTaHHs (FAQ)
MuTtanHa: 9K gisHaTUCA, WO canT € 6e3ne4YHum?

Bianosiab: MepeBipTe, un cant Bukopuctoye HTTPS (3Ha4yok 3aMKa B aipeCHOMY psAKY).
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42. LUBUOKUU T 13 BESNMEYHOIO BUKOPUCTAHHSA KPUMTOBAJIIOT

KpuntoBantoTn 3abeaneyytoTb aHOHIMHICTb | AeLeHTpanisauito, ane yepes Lie BOHU
TaKOoX CTaroTb Ui/ 419 XaKepiB i WwaxpaiB. [JoTpuMaHHA NpOCTUX NpaBus AOMOMOXe
3axUCTUTK BalLLi aKTUBMW.

1. BUKOopuUcTOBYUTE HaflilHMI ramaHeLb.

BnbepiTb nepeBipeHnit KpunToramaHeLpb:

XonoaHwuii ramaHeub (anapaTHUi) ans 4OBroCTPOKOBOro 36epiraHHs.
apsiunii ramaHeLlb (OHNaWH) ANA WoAEeHHUX onepaLii.

2. 3axucTiTb CBill ramaHeLb nNaponem.
CTBOpITb CKMaAHUM | YHIKanbHUMA Naponb.
BukopucToByinTEe MeHeayKep NaponiB AN 36epiraHHA KIKOYiB i naponis.

3. YBiMKHiTb ABOdaKTOpHY aBTeHTUdiKauilo (2FA).
HanawTyinTte 2FA ansa Bxoay B KpuntoramaHeLb abo 6ipxy.
BukopucToByitTe aBTeHTUdIKaLinHuin gogatok (Google Authenticator, Authy).

4. 36epiraitTe pesepBHi Konii.

36epexiTb seed-bpasy (12-24 cnosa) ANS BiAHOBNEHHSA raMaHLS.

He 36epirante dpasy B eleKTPOHHOMY BMMAA4i. HanuwiTe ii Ha nanepi Ta cxoBanTe y
6e3ne4yHoMy MicL,.

5. MNepesBipsanTe appecu TpaH3aKL,ii.

3aBXAu yBaXKHO MNepeBipsanTe afpecy, Ha AKy BigrnpaBnsieTe KOWTHU.

BukopucTtoBynTe dyHKLiHO KONitoBaHHS-BCTaB/IEHHS, afie 060B'I3KOBO NepeBipTe agpecy
nicnsa BCTaBfEHHS.

Migkaska!
Hikonu He giniTbca NnpuBaTHUM KntoueM abo seed-ppasoto 3 iHWKUMK JTHOL4bMWN.

6. BukopuctoByHTe TifIbKu nepeBipeHi 6ipxi.

PeecTpynTech nuLLe Ha HafiMHUX KpUNTOBGIp)KaX i3 BUCOKMM PiBHEM 6€3MeKn, Takmx siK
Binance, Coinbase un Kraken.

MNepeBipanTe BiAryKn npo 6ipxxy nepen BUKOPUCTAHHSM.

7. YHukante nyéniunnx Wi-Fi mepex.
He 3aincHionTe TpaH3akLii Yepes 3arafibHOAOCTYIMHI MepeXxi.
AKLWOo Ue HeobxigHo, BukopuctoBynTe VPN ana wudpysaHHa Tpadiky.

8. byabte 06epeXKHUMU 3 QilULMHroMm.

YHUKanTe nepexoay 3a nocunaHHsaMM 3 email Y NnoBigoOMeHb, AKi 3aNUTYIOTb Balli AaHi
Ansa Bxoay.

3aBXAau 3axodbTe Ha cauT GipXXi Bpy4Hy, BBogsumn URL-agpecy B 6paysepi.

9. Po3nopginante aKkTueu.
He 36epiranTe BCi KOWTM B OQHOMY ramMaHLi Y1 Ha ogHin nnathopmi.
BukopucToByinTe pi3Hi raMmaHui gss pisHUX Winen.

10. CnigKyitTe 3a OHOB/NIEHHAMMU 6€3neKu.

3aBXAu OHOBJONTE KpUNTOramMmaHL,i Ta nporpaMHe 3abesneyeHHs 415 3aXMCTy Bif,
HOBMX 3arpos.

BukopucToBynTe OCTaHHI Bepcii aHTUBIPYCY Ha NPUCTPOSX, e BM NpaLtoeTe 3
KpuntoBantoTamMu.



43.T17 13 BUKOPUCTAHHSA IHCTPYMEHTIB OJ11 3AXUCTY PO3YMHUX NMPUCTPOIB

Po3yMHi npucTpoi (kamepu, TepMOCTATK, FOJIOCOBI MOMIYHMKM) CMPOLLYIOTh XUTTS,
ane yepes HeJOCTaATHIM 3aXUCT MOXXYTb CTaTU LifIto ANA xakepis. [JOTpUMaHHA LnxX
pekoMeHpaLi AOMOMOXe YHUKHYTU PUSKKIB.

1. BUukopucToByTe HaflintHMI poyTep.

BcTaHoBiTb naponb gna Wi-Fi, aAkui cknagHo 3namartu.

YBIMKHITb WwundpysaHHs WPA3 (a6o WPA2, akwio WPA3 HeOCTYMHe).
BuMkHIiTb dyHKUito WPS (Wi-Fi Protected Setup), 106 3HU3UTU PU3MK aTaKMW.

2. 3MiHiTb cTaHAApTHI Nnaponi.

Micna HanawTyBaHHA NPUCTPORO 3MIHITb CTaHOAPTHUIW NOTIH i Napofb.

CTBOpITb CKNagHW Naposb, AKUIA MICTUTb BENUKI 1 Mani nitepn, undpu Ta cneuianbHi
CUMBONMN.

3. BukopucTtoByitTe okpeMy Mmepexxy ans loT.
CTBOpITb FOCTbOBY MepeXy Ha poyTepi ANda BCix npuctpois loT.
Lle i30n1t0€ OCHOBHY Mepexy, 3a6e3neyytoun 4oAaTKOBUIN 3aXUCT.

4. YBIMKHiTb aBTOMaTU4YHe OHOBJIEHHAl MPOrpaMHOro 3abeaneyeHHs.
MNepekoHamnTecs, Wo BCi NpUCTpoi 0T OTPUMYIOTb OHOBMIEHHSA MPOLLUMBKU aBTOMAaTUYHO.
OHOBNEHHA BUNPaBNAOTb BPasMBOCTI, IKi MOXXYTb BUKOPUCTOBYBATU XaKepw.

5. MepesBipsanTe gocTyn A0 NPUCTPOIB.
O6mexTe AocTyn Ao NPUCTPOIB NuLle 3 foBipeHux IP-agpec.
BukopucTtoBynTe GQyHKLiT MOHITOPUHIY Tpa@iky, AKLLO0 BOHU AOCTYMHI.

6. BukopucTtoByiTe paepson.
AKTUBYMTE (haepBO Ha poyTepi, o6 6N10KyBaTK Hebe3neYHnn Tpadik.
[lonaTKOBO MOXHa HanalwTyBaTu NporpaMmHuin paepBos 419 MOHITOPUHTY MiAKIHOYEHD.

7. BUMKHITDb 3ai1Bi (yHKLl.
BigkntouiTb dyHKUIT BigAaneHoro gocTyny, SKLW0 BOHM HE BUKOPUCTOBYHOTbLCS.
BMMKHIiTb MiKpOOH 41 Kamepy NPUCTPOLO, KOSIM BOHW HE MOTPIOHI.

8. BukopucTtosyiTte VPN ansa pomMaliHboi MepeXxi.
HanawTtynTte VPN Ha poyTepi, WwWob wudpysaTtn Becb Tpadik loT-npuctpois.
Lle 0co6n1BO BaXIMBO N8 NPUCTPOIB, sIKi HE MatoTb BOYAOBAHOIO 3aXMCTY.

9. CTBOplOMTE pe3epBHi Konii HanawTyBaHb.

[Nna cknagHuUX CUCTeM, AK-0T PO3YMHI TEPMOCTATN YN KaMepu CMOCTEPEXEHHS,
CTBOPIOMTE pe3epBHi KOril HanawTyBaHb.

Lle gonomMoxke WBUAKO BiAHOBUTM pOBGOTY NPUCTPOLO Y pasi aTaku.

10. BukopucToByiTe crneuianisoBaHi iHCTpyMeHTH 3axucTy loT.

Cepsicy, sik-oT Bitdefender Box un Trend Micro Home Network Security, L03BONAOTb
MOHITOPUTU aKTUBHICTb MPUCTPOIB Yy peasibHOMY Yaci.

Lli piueHHA HagaoTb A0AATKOBUI 3aXUCT Bif KibepaTak.
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YacTi 3anuTaHHs (FAQ)
MuTaHHA: Y1 NoTpibHO BigkIoYaTK [0 T-NPUCTPOI, AKLLO BOHM HE BUKOPUCTOBYHOTLCA?
Bignosigpb: Tak, BigkNtoUYeHHSA NPUCTPOIB, IKi He BUKOPUCTOBYHOTHCS, 3HMKYE PU3MK aTak.
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44. lUBUOKUU T4 13 BESNEYHOIO BUKOPUCTAHHSA BIAEOKOH®EPEHLIN

BineokoHdepeHLuii 403BONAOTbL NpaLoBaTh Ta CNiNKyBaTUCA ANCTAHLUINHO, ane BOHU
TaKOX € MilLEeHHIO A1 3T0BMUCHUKIB.

1. BukopucToByiiTe nepeBipeHi nnatgopmm.
Bubupante nonynsipHi Ta HafivHi cepsick, Taki sk Zoom, Microsoft Teams, Google Meet.
MepekoHawTecs, Lo nporpama perynsipHoO OHOB/IHOETbLCS.

2. 3axuw,anTe CBOI 3yCTpivi naponem.
YBIMKHITb OMLit0 CTBOPEHHS Naponsa ANns A4OCTyny A0 KOXHOT KOHdepeHLil.
HapasanTe naposb nvile 3anpoLeHnM y4aCHUKaM.

3. BukopuctoByiTte ¢yHKLUito ovikyBaHHa (Waiting Room).
AKTMBYITE 3an OYiKyBaHHS, W06 BPyYHY NepEBIPSATY | BNyCKaTW y4YaCHUKIB.
Lle LO3BONMUTb YHUKHYTU HebaXKaHWUX rocTen.

4. YBIMKHITb Win¢pyBaHHA.
MNepekoHamTecs, Wo nnathopma NigTpUMye HackpisHe WndpyBaHHS.
MNepeBipTe HanawTyBaHHA WKU(PyBaHHS B NporpaMi nepej no4aTkom 3yCTpidi.

5. KoHTpontoiTe foOCTyn y4acHUKIB.

BvMuKKanTe MOXUBICTb 3MiHIOBaTU HanalwTyBaHHA 3yCTpidi AN BCiX, OKPIM
opraHizaTopa.

06MeXXTe MOX/MBICTb AEMOHCTPALil eKpaHa nuLle Aa opraHisatopa.

Migkaska!
He ny6nikynTte ineHTUdiIKaTOpM 3ycTpiven abo NOCUNaHHA y BiAKPUTUX AyKepenax, Takmx K
COLIMEpEXI.

6. BukopuctoByiTe YHiKanbHi ineHTUdikaTopu 3ycTpiven.
YHUKanTe BUKOPUCTaAHHA OAHOro 1 Toro X ID ansa pisHmMx 3ycTpiyven.
CTBOptONTE HOBUN iAeHTUDIKATOP AJ15 KOXKHOI MOoAil.

7. KoHTponionTe ayaio- Ta Bif,eonoTOKM.
BuMukanTe MiKpodoHM Ta KaMepu Yy4aCHUKIB, SIKLLLO BOHU He FOBOPSATh.
Lie 3MeHLIye pr3nK po3noBCIOAXKEHHSA HE6aXXaHOro KOHTEHTY.

8. MNepesBipsAnTe y4yacHUKIB.
lNepekoHamnTecs, WO BCi yHaCHUKM € 3arpoOLLUEHUMMU.
Bupanante HesHanommux abo nifgo3pinnx ocié i3 aycTpiui.

9. 3axuLianTe 3anuc 3ycTpiven.

AKLL0 BM 3anuMcyeTe 3ycTpiy, 36epirainte dhain y 3axmiieHoMy Micui (3awmdpoBaHmuin AnckK
abo XMapHe CXOBULLE).

He piniTbca 3anucom 6e3 HeObXiaHOCTI.

10. OHoBnlONTE NNaThopMmy.
PerynsipHO OHOBNIONTE NPOrpaMHe 3abe3neyvyeHHs ANs BifeoKOHPEPEHLiN.
HoBi Bepcii 4acTo MIiCTATb BUNpaBJieHHsS BPa3/INBOCTEN.

YacTi 3anutaHHs (FAQ)
MuTaHHA: Yn noTpibeH Nnaponb ANs KOXKHOI 3yCTpidi?
BignoBigpb: Tak, Lie 3HWXYE pU3MK HECAHKLIIOHOBAHOIo AOCTYnY.

MuTaHHA: AK gisHaTtucs, ym nnathopma NigTpumye WudpyBaHHA?
Bignoeigpb: MepeBipTe iHhopMauito Ha odiliiHOMy canTi abo B HanawTyBaHHAX NPOrpamMu.



45. NAM'ATKA: AK 3AXUCTUTU CBOIO EJIEKTPOHHY MNMOLWITY

EnekTpoHHa nowTa € ueHTpanbHUM By3/10M BaLoi UndpoBoOI A4isnbHOCTI. BTpaTa
LAOCTYNy A0 HEl MOXKe MPU3BECTU A0 BUKPALEHHS aKayHTIB, BUTOKY AaHUX abo
¢diHaHcoBuMX BTpaT.

1. BUKopucTOBYMTE YHiKaNbHUI Naposb.

CTBOptonTE CKNAgHMA Naponb LWoHaNMeHLWe 3 12 CMMBONIB, BK/IKOYaKouu nitepu, undpu
Ta crneuianbHi CUMBONMN.

YHUKaWTe naponi., siki Nerko BragaTtu (Aata HapOOXKEHHS, iM'sl TOLLLO).

2. YBiMKHIiTb ABO¢aKTOpHY aBTeHTUdiKauilo (2FA).

[lonanTe gpyrum piBeHb 3axucTy Yyepead SMS, aBTeHTUdiKaLinHUI goaaTok abo disnyHum
KJTHOM.

Lle yHeMOXNMBUTb AOCTYN A0 NOLWTKN 6€3 0AATKOBOrO NiATBEPAXKEHHS.

3. OHoBNIOMTE NaposIb perynsipHo.
3MiHIOMNTE Naposb LWOHaNMeHLLEe pa3 Ha 6 MicsALiB.
BMKOHyWTe 3MiHYy HeranHo, AKLWO0 € Nig0o3pa Ha BUTIK JaHUX.

4. YHuKanTe BuKopucTaHHa nyéniuHux Wi-Fi Mmepex.

AKLLO0 HeobXxigHO ckopucTaTmcsa nyoniyHnum Wi-Fi, yBiMkHITL VPN ansa wudpyBaHHS
AaHnX.

He BBOAbTE KOHMIAEHLUINHI AaHi Nig Yac NigKNYEHHS 40 3aranbHO4OCTYMHUX Mepex.

5. MepesipsanTe nigo3pini nucTu.

YHuKanTe BigKpUTTS NNCTIB i3 HEBIAOMUX afpec.

He HaTMCKanTe Ha NOCU/IaHHA Ta He 3aBaHTa)XynTe BKNaLEHHSA 3 Nif03pinmx
MOBIAOMIJIEHD.

6. MNepeBipsaitTe aKTUBHICTb 06N1IKOBOro 3anucy.
Y HanawTyBaHHAX MOLWITOBOrO CepBicy nepernsaganTe icTopito BXogis.
3aBepLuynTe cecii Ha NPUCTPOSX, AKi BiNbLUe He BUKOPUCTOBYETE.

7. BukopuctoByinte HTTPS.

MNepekoHawTecs, L0 Ball MOLITOBWUIA CepBicC NpaLtoe Yepes 3axuLieHe 3'eaHaHHsA (3HaYoK
3aMKa B aipeCHOMY pAAaKY).

3aBXxau nepesipanTe, Wo canT € odilintHNUM.

8. YBIMKHITb ¢inbTpauito cnamy.
AKTUBYNTe aBTOMaTUYHI QinbTpyY 4Na NiJ03piNnxX NUCTIB.
PerynsapHo nepeipsanTe nanky "Cnam’, Wo6 YHUKHYTM NPOMYCKY BaXX/IMBMX MNOBIAOMIIEHD.

9. BUKOpPUCTOBYITE OKPEeMi aKayHTM.
3aBefiTb pi3Hi eNeKTPOHHI agpecu ans poboTu, 0COBUCTUX CrpaB i peecTpauii Ha canTax.
Lle 3MeHWNTb pU3NKN BUTOKY fA@HMX i3 OCHOBHOIO 06/1iKOBOro 3arnucy.
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10. OHOBNONTE NPUCTPOI Ta NpOrpamm.
3aBXX1 BUKOPUCTOBYNTE OCTaHHIO BEPCitO onepaLiHOl CUCTEMU Ta NOLUTOBOIO K/liEHTA.
OHOBNEHHA BUNPaBNAOTb BPasIMBOCTI, IKi MOXYTb BUKOPUCTOBYBATU 3/IOBMUCHUKM.

YacTi 3anuTaHHs (FAQ)

MuTaHHsA: Lo pobunTu, AKLWLO S BUNAAKOBO BiAKPUB Nig03pinum nucT?

Bignosiab: He nepexofbTe 3a NOCUTAHHAMM, HE 3aBaHTaXXyMNTe BKJIALEHHA Ta NepeBipTe akayHT Ha
HasABHICTb Mig03piNol akTUBHOCTI.

MuTaHHA: YY NOTPIGHO 3MiHIOBATM Naposb NiCNsi BUTOKY AAHUX?
BignoBigb: Tak, HeranHoO 3MiHiTb Naposib Ta YBIMKHITb 2FA.
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46. IHCTPYKLIA: AK NMEPEBIPUTU BE3MNEKY HAJIALUTYBAHb BPAY3EPA?

Bpaysep — ue ronoBHUM IHCTPYMEHT JOCTYNYy A0 IHTepHeTy, ane HenpaBWUbHO
HanawToBaHWU 6pay3ep MOXe cTaTu AyKepenoMm 3arpoa. lNepesipka Ta HanalTyBaHHSA
AOMOMOXYTb 3aXMCTUTU BaLli AaHi K NPUCTPIN.

1. NMepeBipTe oHOBNEHHs 6pay3epa.
MNMepekoHamnTecs, WO BaLl bpay3ep OHOBMEHO A0 OCTaHHbLOI BEPCil.
BkntodiTb aBTOMaTUYHE OHOB/IEHHS Y HanallTyBaHHSIX.

2. MNepeBipTe 6e3neKy po3LMpPeHb.
BMMKHITb | BUAANiTb pO3LUMPEHHS, AKMMW BU BiNnblle He KOPUCTYETECD.
3aBaHTaXKyhTe PO3LLIMPEHHS nuLe 3 oilinHOro marasvHy bpaysepa.

3. YBiMKHiTb 6n10KyBaHHs ¢ainiB cookie TpeTix cToOpiH.
Mepengitb y HanawTtyBaHHsa > KoHbigeHUinHICTb Ta 6e3neka > ®annum cookie.
YBIMKHITb onuito "BnokyBaTu dannm cookie TpeTix CTOpiH".

4. YBIMKHiTb 3axucT Big }ilUMHry Ta WKigAMBUX CanTiB.
Y HanawTyBaHHs - be3neka akTuBymTe QyHKLUitO "3axucT Big Heb6e3neyHnx camTiB".
MNepeBipTe, UM Gpay3ep nonepeaxxae NPo Nifo3pini CTOPIHKK.

5. MNepeBipTe fo3B0NU caunTiB.

Y HanawTyBaHHA - KoHigeHUinHICTb Ta 6e3neka - [103BONM CalTIB NepeBipTe, AKi
CalTV MatoTb AOCTYN A0 KaMepu, MiKpOoPOHa, MiCLLe3HaXOAKEHHS.

BMMKHITb AOCTYN AN8 canTiB, AKUM BU He [OBIpSETE.

6. YCTaAHOBITb pO3LUMPEHHS AJ1A 6/I0KYBaHHA peK/laMM.
BukopucTtoBynTe nepesipeHi poswmpeHHs, ak-oT AdBlock a6o uBlock Origin.
Lle LonomMorke YHUKHYTU HebaXkaHOoI peklaMu Ta 31I0BMUCHUX CKPUNTIB.

7. NepesipTe HanawTyBaHHa HTTPS.
YBIMKHITb onuito "3aBxaun BukopuctoByBatn HTTPS" y HanawTyBaHHSIX 6€3neKu.
Lle 3a6e3neunTb WndpyBaHHsS BaWOro 3'eAHaHHSA i3 cantamu.

8. OuucrtiTb Kew i pannum cookie.

PerynapHo BugansanTte kew i pannu cookie, Wo6 YHUKHYTU HAKOMUYEHHS 3aMBUX OAHUX.
Y HanawTyBaHHA - KoHDiaeHUinHICTb > O4YnCTUTK faHi Bebnepernsaay BM6epitb
napameTpu Ans BuAaneHHs.

9. BUMKHITb aBTO3arnoBHEHHS.

Y HanawTyBaHHs - Maponi Ta aBTO3aNnOBHEHHSA BUMKHITb PYHKLiKO aBTOMaTU4YHOIO
36epeXXeHHSA NaponiB i AaHUX KapTOK.

BukopucToByinTe MeHea Kepu NaponiB Ansa 36epexxeHHs AaHnX y 3awmbpoBaHOMY
BUrNAA,.

10. MNepeBipTe 3BiTK 6€3neKu.
Y nesikux 6paysepax, Hanpuknag Google Chrome, € po3gin lNMepeBipka 6e3neku.
BukopucToByinTe Moro ns WBUAKOro aHanisy ctaHy 6e3neku 6paysepa.

YacTi 3anuTaHHs (FAQ)

MuTaHHA: Y1 [OCTaTHBLO CTaHA4APTHUX HanawTyBaHb 6paysepa Ans 6e3nekun?

BianoBigb: BasoBux HanawTyBaHb MOXe 6yTW HEAOCTaTHLO. [J0AAaTKOBI HaNMalWTyBaHHA 1
PO3LUMPEHHS MiABULLYOTb PiBEHb 3aXUCTY.



47. lWBUOKUU T4 13 BJIOKYBAHHSA WKIAJIMBUX PO3LUMUPEHDb Y EPAY3EPI

LLIKignMBi po3LIMpEHHA MOXYTb 36MpaTy Balli AaHi, BNOBINbHIOBATU po60oTy 6pay3epa
YU CNPUYUNHATU BUTIK iHDopMaUii. BIoOKyBaHHA TaKMX pO3LWIMPEHD AONOMOXE YHUKHYTU
Hebesnexk.

1. NepeBipTe BCTaHOBJIEHI pO3LUMPEHHS.

Y 6pay3sepi BiakpunTe po3ain PoswmpeHHs abo [oaaTku:
Google Chrome: HanawTyBaHHs - Po3wmnpeHHs.

Firefox: MeHto - [logaTtky Ta TeMu -> PO3LUNPEHHS.

Edge: HanawTtyBaHHA > PO3WMpPEHHS.

2. Buganitb 3aBi po3LUMPEHHS.
Buaanitb yci po3lwMpeHHs, AKMMU BU HE KOPUCTYETECD.
0co61mBO 3BEPHITH YBary Ha Ti, iKi BCTaHOBUANCH 6€3 BaLLOro Bigoma.

3. NepesBipTe pXepeno pos3LWMNpPeHb.

3aBaHTaXKynTe po3LWMpPEHHN nuile 3 0PilinHUX MarasuHiB:
Chrome Web Store.

Firefox Add-ons.

Edge Add-ons.

YHUKanTe BCTaHOBJIEHHA PO3LUMPEHD i3 HEHAAINHUX CanTiB.

4. MNMepeBipanTe J03BONNU.

Nig yac BCTaHOBNEHHA NepernsganTe, AKi 4O3BONN 3aMUTYE PO3LLUNPEHHS:

AKLLO pO3LIMPEHHS 3aNnTye AOCTYN A0 BCI€l iCTOpIl NnepernsaaiB abo 0COO6UCTUX AaHUX,
nogymamnTe, 4um Lie BUnpaBaaHo.

5. BukopuctoByiTe 3axucT 6pay3epa.
[enki 6pay3epn aBTOMaTUYHO NEPEBIPAIOTb PO3LUMPEHHS Ha LWKiAUBICTD.
Y Google Chrome yBiMKHITb @yHKLit0 PO3LwimpeHunnn 3axucT y po3aini besneka.

6. YcTaHOBITb pO3LUMPEHHS AN1S1 3aXUCTY.

BukopucToByinTe cnewianisoBaHi po3LWMPEHHS A1 MOHITOPUHIY 6e3MneKn, Hanpuknaa:
Malwarebytes Browser Guard.

uBlock Origin gns 61oKyBaHHA pekaMu i HebesneyHnx camnTiB.

7. YBIMKHITb CNOBILL,EeHHS NPO NiA03pifi PO3LUNPEHHS.
Y HanawTyBaHHAX 6pay3epa akTuBynTe GyHKLIiIO, AKa CNOBiLLaTuMe Bac Npo WKigamBi
a60 aBTOMaTMYHO BCTAHOBJEHI PO3LUNPEHHS.

8. PerynsipHO OHOBNIONTE PO3LUUPEHHS.
[MepeBipANTe, UM BCi BCTAHOBJIEHI PO3LUMPEHHSA OHOBJIEHI O OCTaHHbOI BEPCiIl.
BinbLwicTb 6pay3epiB OHOBIOKOTL IX aBTOMATUYHO, ane Kpallle NepeBipATH Lie BPYYHY.

9. 3a6110KyiNTe BCTAaHOBJIEHHA PO3LUMPEHDb 3 HEeMepeBipPeHUX JKepern.
Y HanawTyBaHHAX 6pay3epa YBIMKHITb Onuito "[l03BONUTM BCTAHOBJIEHHS TiNlbKK 3
odilinHNX MarasuHiB".

10. CKaHyiTe po3LUMpPEHHSs 3a A0MOMOrol aHTUBIpYCY.

BukopucToByinTe iIHCTPYMEHTU 415 aHani3y nigo3pinux poswmpeHb, Hanpukniaga,
VirusTotal.

MNepeBipANTe HOBI PO3LLINPEHHA HA HAABHICTb LWKIiAMBOro Kogy rnepes BUKOPUCTaAHHAM.

YacTi 3anuTaHHs (FAQ)
MnTaHHA: AK gisHaTUCS, UM PO3LLMPEHHS WKignnee?
BianoBigb: AKLLO pO3LUMPEHHS BUKIMKAE NOSABY HEGAXXaHMX BiKOH, 3MiHKOE HanalUTyBaHHS

6pay3epa abo 36upae 3aiBi faHi, BOHO MOXe 6YTH LWKIAINBUM.
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48. LUBUOKUU T 13 HAJTALUTYBAHHA VPN

VPN (Virtual Private Network) cTBoptoe 3axuLLeHWit TyHeNb ANs nepeaadi Bawnx gaHux,
npuxosye Bally IP-agpecy Ta 3abe3neuye 6e3neky B IHTepHeTi. Lle 0co6a1Bo BaXKMBo
npw BUKOpUCTaHHI NybniyHnx Wi-Fi Mmepexx abo focTyni A0 KOHdiIAeHUinHOT iHbopMauii.

1. Bubepitb HapginiHuii VPN-cepsic.

PekomMeHAyeTbCA BUKOPUCTOBYBATW NepeBipeHi cepBicK, Hanpuknag;
NordVPN.

ExpressVPN.

ProtonVPN.

YHukanTte 6e3kowToBHMX VPN, siKi MOXXYTb 36MpaTu Balli AaHi.

2. 3aBaHTa)XKTe goaaTtok VPN.

Mepengitb Ha odiuinHum cant VPN-cepsicy.

3aBaHTaxTe nporpamy ans Baworo npuctpoto (Windows, macOS, Android, iOS).
YHUKanTe CTOPOHHIX AXepen AJ19 3aBaHTaXKeHHS.

3. 3apeecTpyuTech i BBIiNAiTh.
CTBOpiTb 061iKOBMI 3annc Ha nnatdopmi VPN.
BBepniTb CBOI AaHi ANnA BXoAY B AOA4ATOK MiCNs BCTaHOBJIEHHS.

4. Bubepitb cepsep.

BnbepiTb cepBep y NOTPi6HIN KpaiHi, 3anexXxHo Big, Bawmx noTpeo:

[na poctyny A0 perioHanbHOro KOHTEHTY 06epiTb cepBep Y BiANOBIAHIN KpaiHi.

[Nns MakCcMMarnbHOI LWBUAKOCTI 06epiTb cepBep, IKMA 3HAXOAUTLCH 6/IMXKYe 40 BALLOro
MicLs po3TallyBaHHS.

5. YBiMKHiTb VPN.
HaTucHiTb kHonky Connect (a6o "Miakntountn") B foaaTky.
lNepekoHaunTecs, WO NigKNOYEHHS YCnilHe, NepeBipnBLUKX 3MiHY Bawlol IP-agpecu.

6. BukopucTosyiite ¢pyHkuito Kill Switch.

AkTusynTe Kill Switch y HanawTyBaHHax VPN.

Lle 103BONMTb aBTOMATUYHO pO3ipBaTH iIHTEPHET-3'eAHAHHA y pasi BigkntouyeHHsa VPN,
3anobiratoyn BUTOKY JaHUX.

7. NepeBipTe WndpyBaHHA.

MNepekoHawTecs, wo VPN BUKOPUCTOBYE Cy4acHi MPOTOKONN 6e3MNeKu:
OpenVPN.

WireGuard.

IKEv2/1PSec.

8. HanawtyiTe aBTO3anyck.
Y HanawTtyBaHHAX VPN yBIMKHITb QyHKLitO aBTO3anycKy nNpu yBiMKHEHHI NPUCTPOHO.
Lle rapaHTye, W0 BY 3aBXAM byaeTe 3axmLLEH.

9. YHukauTte BuTtoKy DNS.
MNepeBipTe HanawTyBaHHA DNS y VPN-gopaTtky.
BukopucTtoByiTe iHCTpyMeHTU Ans nepesipku BuToky DNS, Hanpuknag dnsleaktest.com.

10. BukopuctoByinte VPN ansa Bcix npucTpois.

HanawTynTte VPN Ha:

CmapTtdoHax i nnaHweTax.

Komn'toTepax i HOyTHyKax.

PoyTepi — Le 4O03BONUTb 3aXMCTUTU BCi MPUCTPOI Y BaLli AOMALLHIN MepeXxi.



49.10 MOPA[L ANA BE3NEYHOIr0 OHNAUH-LLUOMIHIY

OHNanH-WOoNiHr 3Ha4YHO CNPOLLYE MPOLEC NOKYIOK, ase TaKoX CTBOPIOE PUSUKMU:
LWaxpancTBO, BUKPAZAEHHSA AaHUX YN 3TOBMUCHI cCanTu. [JoTpMMYyOUUCh LMX nopag, Bu
3axMCcTuTe cebe BiJ HEMPUEMHOCTEWN.

1. BukopucToByiTe NULLIE HaAilHi canTu.

KynynTe ToBapu Ha nepeBipeHMx canTax i3 XOpOoLLO penyTaui€eto.

Appeca canTy noBuMHHa noynHatuca 3 HTTPS, a B agpecHOMy psiiky Mae 6yTu 3Ha4oK
3aMKa.

2. O6bupanTe HapgiHi cnocobu onnaTu.

BukopucTtoBynTe 6e3neyHi nnaTtixHi cuctemu, ak-ot PayPal, Apple Pay, Google Pay.
YHuKanTe nepegonnaT Ha 6aHKIBCbKi KApTKM abo eNeKTPOHHI raMaHLi He3HanoMnx
npoaasLiB.

3. BukopucroByiTe ofgHOpa30Bi NNaTidXKHi KapTKM.
[na NoKynok B IHTEpHETI 3aBefiTb OKpPeMY KapTKy abo BUKOPUCTOBYMTE BipTyasibHY.
Lle 103BONMTbL O6MEXUTU JOCTYN LWaxpaiB 4O BallMX OCHOBHUX PaxyHKIB.

4. Yuukairte ny6niunux Wi-Fi mepex.
He BBOAbTE NNaTidXXHI AaHi B Ny6IYHUX MepeXKax.
AKLWo ue HeobxigHo, BukopucToByinTe VPN ansa wndpyBaHHA Tpadiky.

5. YuTainTe BiAryKu npo npoaasLs.
MepeBipAnNTe PENTUHT Ta BigryKWU iHWKXX MNOKYMNLiB.
AKLWO canT BUrnsigae HoBMM abo Mae Maro BiAryKiB, byabTe 06epexxHUMMU.

Migkaska!
AKLLO Npono3unuisa 34aeTbCA HAATO NPUMBABGIMBOLO, Lie MOXE BYTH LaxpancTeo.
MepeBipTe WiHYy TOBapy Ha iHLWKWX canTax.

6. CTBOpIOMTE CKNaAHi Naponi AN aKayHTIB.
BukopucToByInTe yHiKanbHi Naposi s KOXXHOro iHTepHeT-MarasuHy.
YBIMKHITb ABOGaKTOPHY aBTEHTUdIiKaL,itO, AKLLO Lie MOXMBO.

7. MNMepeBipanTe YMOBU AOCTABKU Ta NOBEPHEHHS.
O3HanomTecs 3 NONITUKOKO MOBEPHEHHS TOBapiB i yMoBaMu JOCTaBKW.
HapginHi MarasuHu 3aBXxau MaroTb YiTKO NponucaHi npasuna.

8. MNepeBipanTe eneKTPOHHI NIUCTH Bif NpoaaBLiB.
YHuKanTe nepexony 3a nocunaHHsaMM B INCTax i3 Nigo3pinux agpec.
3aMicTb LibOro Bpy4Hy BBOAbLTE agpecy canTy B 6paysepi.

9. O6MeXyiTe NepcoHanbHi AaHi.
BkasyiTe nuiie HeobxiaHy iHpopMaLito anst NoKynku (Hanpuknag, aapecy AOCTaBKM).
He noBigomnainTe 3anBux AaHux, AK-oT HOMep nacnopTta 4Yu iaeHTudikauinHmm Kogq,.

10. 36epiraiiTe NigTBEpAIKEHHA TPaH3aKLiM.
3aBaHTaXKynTe KBUTAHLiT Ta NiATBEPAXKEHHSA 3aMOBJEHb.
Lle ;oNOMOXKe BUPILLMTU CYyNepeykn 3 NpoaaBLEM, AKLLO BUHUKHYTb NMPO6GAEMMN.

YacrTi 3anuTaHHsa (FAQ)

MuTaHHA: Yn 6e3neyHo 36epiraTv NNaTiXXHi AaHi Ha canTax?

BianoBigb: 36epiranTe AaHi nve Ha NepeBiIpeHNX carTax i3 BUCOKUM PiBHEM 3aXMUCTY.
[na nonaTKkoBOT 6e3MeKN Kpalle He 36epiraTti ix ysarari.
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50. NAM'ATKA: BE3NEKA NIANITKIB Y COUIATIbHUX MEPEXAX

CouianbHi MepeXi gonomararoTb nigniTkam cnisikyBaTucA, HaBYaTUCA Ta po3Ba)KaTucs,
ane TaKoX HeCYTb PUBUKU: KiGepOyiHT, BUTIK OCOOUCTUX AaHWUX, MaHINyASLil Y1 KOHTaKTK
3 HebeaneyHnmu nogbMu. lNpaBunbHa NiATPMMKA Ta KOHTPOSb AOMOMOXYTb YHUKHYTU
Hebesnek.

1. HaBu4iTb OCHOBaM NpUBaTHOCTI.
MoACHITb, Wo Ny6niyHi NocTh Ta GOTO MOXYTb 6YTU AOCTYMHI 6yAb-KOMY.
BcTaHOBITb MpUBaTHICTL 06iKOBMX 3anuciB (BUAUMICTb TiflbKu ANs Apys3iB).

2. MepernsaHbTe HaNnawTyBaHHA KOHQiAEHLIAHOCTI.
[ONOMOXiTb ANTUHI HanawTyBaTu NMPUBATHICTb Yy CoLMepexax:
XTO MOXe 6a4nTu NOCTW.

XTO MOXXe HaacunaTtu NOBIAOMMEHHS.

XTO MOX€e KOMEHTYBaTW.

3. O6mexTe ocobucTy iHdopmaLito.
He posBonsante ny6nikysatv Homep TenedoHy, agpecy 4v getasi npo WKony.
MoAACHITb, Wo ocobucTa iHpopmaLis MOXe BUKOPUCTOBYBATUCh 3/I0BMUCHUKaMMW.

4. HaBuYiTb YHMKaTN He3HaloMLiB.
MigniTok NoBMHEH JofAaBaTu 40 APY3iB fivLe 3HAaNOMUX NoAeN.
Po3KaxiTb, K YHUKATU CMifIKyBaHHA 3 MiZO3PiIMMN akayHTaMMU.

5. NoBopiTb Npo He6e3neKy KibepbyniHry.

MOSACHITb, AK AiATM Yy pasi OTpMMaHHA 06pa3IiMBUX MNOBIAOMIIEHD:
He BignosipgaTn.

BnokyBaTu KpMBAHMKA.

MoBiAOMUTN [OPOCAMX YM agMiHICTpaUito nnaThopmu.

6. O6MelXKTe Yac y coLMeperxax.
Pa3oM BCTaHOBITb NiMIT Yacy Ha KOPUCTYBaHHA COLMEpPEXKaMMu.
BukopucToByinTe PyHKLIT KOHTPOIKO Yacy Ha NPUCTPOI.

7. YHUKaUTe Heb6a)kaHOro KOHTEHTY.
BukopucTtoBynTe dinbTpu gna 610KyBaHHA HE6E3MNEYHOIO YN HEMPUAHATHOIO KOHTEHTY.
MOAICHITb, YOMY Ba)X/IMBO YHUKATU CYMHIBHUX IPyn i CTOPIHOK.

8. MepeBipATe KOHTAKTU AUTUHU.

MOSACHITb, W0 6aTbKN MOXYTb NEPEBIPATU CMMCOK ApPY3iB ab0 KOHTAKTH 3a 3roor
ANTUHMN.

Lle gonomMoxxe BMABUTK Nigo3pinumx ocib.

9. Po3nogipgaiTe npo ¢ilumHr i waxpancTeo.
MOSACHITH, AK po3ni3HaBaTK WaxpancbKi MOCUNAHHA YK Nigpo6aeHi akayHTW.
HaBuiTb nepesipAaTM URL nepen nepexonoMm.

10. BcTaHOBITb AOBipNMBi CTOCYHKM.
MigniTok Mae Big4yBaTy, LLIO MOXKe 3BEPHYTUCA A0 Bac y pasi Hebeaneku.
He kpuTukynTe, a LonomMaranTe po3B’'as3aT NpodaemMum.

YacTi 3anuTaHHs (FAQ)
MuTaHHA: AK gidHaTUCS, WO NigAiTOK Mae NpobaeMn y coumepexxax?
Bignosigb: O3HaKKW: yHUKAHHA CMiNKyBaHHS, po34paToOBaHICTb NiCNA BUKOPUCTAHHS TeNnedoHy,

pi3ka 3MiHa HacTpolo.
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